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PABOYAS ITPOI'PAMMA JUCHHUIIVIMHBI (MOIY.JI5)

Pazaean! pabo4eit nporpammbi

1. Llemm ocBOGHUS AMCUMILINEBI (MOJLY/151)

2. Mecto aucumnannsl (Moayss) B ctpykType OI1011 BO

3. CIpyKTypa H coaepiKanue IMCHHITIMHBI (MOIYIS)

3.1 Pacnipenesienue TPYA0EMKOCTH B Hacax 1o BCeM BHAM ayAHTOPHO# H CAMOCTOSTETBHON paGoThI o0y-
YaIOLIUXCA

3.2 HaumeHOBaHHE NEKLIHOHHBIX 3aHATHIH

3.3. HaumeHoBaHue 1a60paTOpPHOTo NpakTHKyMa

3.4. HaumeHOBaHME NPaKTHYECKUX 3aHATHI

3.5. CamocrosiTensHas padoTa o6yuaromerocs

3.6. JlunakTHKA AMCLHILUINHBI (MOJLYJIs)

4. PopMbl KOHTPOJIS M OLEHOYHBIE CPEICTBA

4.1 Tlepeuens komMneTeHNMIT C yKasaHHEM ITANOB HX (POPMHPOBAHHS B MPOLIECCE OCBOCHHS 00PA30BATE b
HOMH MpOrpaMMBI

4.2 Onuncanue nokasaTeneil 1 KpUTEpHEB OLUCHUBAHUS KOMIETCHLMIT Ha PAa3/INYHbIX ITANAX UX (dopmupo-
BaHMs, O[TUCAHME LKA OLIEHHBAHHS

4.3 [lpumepHas TeMaTHKa KOHTPOIBHBIX paboT (s oGyvatomuxcs 3DO)

4.4 Tlpumepnas TemaTnKa pedepatos (cce, JOKIAAOB H /Ip.)

4.5 IprmepHas TeMaTHKa KYPCOBBIX IIPOEKTOB

4.6 Bonpocs! k 3auery

4.7 Bonpochl Kk 7K3aMeHy

5. VuebHo-meToanueckoe H HHHOPMAIHOHHOE 06eceueHne ANCLMILTHHBI (MOIY.15)

6. MarepraibHO-TeXHHUYECKOE oDecredeHne JHCUHTLTHHB (MOYJIS)

7. OBpa3oBaTeNbHbIe TEXHOIOTHH

8. CrietmanbHbie YCIOBHS HHBATHIAM H JTHLAM C OFPAHHYEHHBIMHM BO3MOKHOCTAMH 3/I0POBbS

[lporpamma cocrasnena B cooteTeTBHE ¢ TpeGoBanusmMu G®I'OC BO no HanpaBaeHHIO MOAr0-

toBkH 09.03.01 MudopmaTnka 1 BbIYMCTHTEIbHAS TEXHIKA (YPOBEHD GakanaBpuata) (YTBEPKICH MpH-

kaszoM MunoOprayku Poccnu o1 12.01.2016 Ne 5)

[Tporpammy cocTaBuiIu:
[TaBnenxo E.H., kana. Texs. Hayk. 10LEHT ’\Z/y//
kaeaps UCull

um)nuch‘/
3aseayrommii kadeapoit UCull —~
/ ’
[TaBnedko E.H., KaH/[J. TEXH. HaYK, JOLEHT M
noonuCyL (/

[Iporpamma onoGpeHa Ha 3 MK unctutyTa

[Ipeacenarens MK .~~~ Conosbepa H.B.
[Tpotoxon Ne 3 ot 19 Mapra 2020r.



1. IEJIM OCBOEHMS JUCUMUILIMHBI (MOIY.JIS)

Lenbto yuebnoit aucrumnuasl b1.B.09 «3ammra nHpopmManum B aBTOMaTH3UPOBAHHBIX CHUCTE-
Max» sABJseTcs GOpMUPOBaHKE Y 00YUAIOIUXCs KOMILJIEKCAa 3HaHUI 00 MHCTPYMEHTAJIbHBIX CPEACTBaX
MIPOEKTUPOBaHUs 0a3 JAHHBIX U 3HAHUH, yrpaBieHus npoekramu C u 3ammTel nHGOpMAIUK; CIIOCO0-
HOCTb pelllaTh CTaHJapTHBIE 3a/1a4l Po(eCcCHOHANBHOM AeATeNbHOCTH Ha OCHOBE HH()OPMAIIMOHHOMN U
6ubnuorpaduyeckoit KyIbTyphl ¢ IPUMEHEHUEM HH(POPMAITMOHHO-KOMMYHUKAITUOHHBIX TEXHOJIOTHN U
C y4€TOM OCHOBHBIX TpeOOBaHUI MHPOPMALMOHHON Oe30naCHOCTH; pa3padaThiBaTh MOJEIH 3aAILUTHI
KOMIIOHEHTOB MH(OPMALIMOHHBIX CHCTEM, BKJIIOUasi MOJIeNu 0a3 TaHHBIX U MOJIENIN HHTepEiicoB «ue-
JIOBEK-3JIEKTPOHHO-BBIYUCIUTENbHAS MAILIMHAY.

3a1auy JUCLUIUINHBIL:

— Ppa3BUTH CIOCOOHOCTH PeIIaTh CTAaHAAPTHBIC 331a4H MPO(ECCHOHANTFHON NEATEIIEHOCTH Ha OC-
HOBE MH(OPMALMOHHOW 1 OuOIMorpaduyeckon KyiIbTyphl ¢ IPUMEHEHHEM HH()OPMAITMOHHO-KOMMY-
HUKAIMOHHBIX TEXHOJIOTUH U C y4ETOM OCHOBHBIX TPeOOBaHUI HHPOPMAIIHOHHOW 0€30IIaCHOCTH;

— DPa3BHUTH CIIOCOOHOCTH pa3pabaThIBaTh MOJIENU 3AIUTHl KOMIOHEHTOB MH()OPMAIIMOHHBIX CH-
CTeM, BKITI0Yast MOAETH 0a3 JaHHBIX U MOJEIN UHTEP(HEHCOB «UeI0BEK-3IIEKTPOHHO-BEIYUCIUTEIbHAS

MalllMHa»,

— Pa3BUTH CIIOCOOHOCTH IMPOBEPATh TCXHUYICCKOC COCTOAHNUEC BBIYUCIIUTCIIBHOTO 060py,IlOBaHI/I$I u
ABTOMATU3HWPOBAHHBIX CUCTCM U OCYILICCTBIIATH HCO6XOIII/IMI)IC 3alllUTHBIC HpO(l)I/IJIaKTI/I‘-ICCKI/Ie mpone-

AYDPBI;

— chopMHUpOBaTh HABBIKM IPUMEHEHUS] HHCTPYMEHTApHsl paOOThI € 3alIUTON KOPIOPATUBHBIX CeE-

TEei.

2. MECTO JUCIIMIIJIMHBI (MOAYJIsA) B CTPYKTYPE OIIOII BO

Jucunmmna b1.B.09 «3anmra nHGOpManuy B aBTOMAaTU3UPOBAHHBIX CUCTEMaX» OTHOCUTCS K
6moky b1 Jlucuunnunsl (MOaynu), BApUATHUBHAS YaCTh.
Juctumuimaa (MOAyIb) u3ydaercs Ha 3 Kypce B 5, 6 cemectpe obyuatomumucs ODO, 4 kypce
B 7, 8 cemectpe oOyuarormmmucs 3P0.

2.1 Illepeuensv nnanupyemuix pe3yiomamog 00y4eHus no OucCyuniuHe COOMHEeCeHHbIX ¢ NAaHu-

Pyembimu pe3yibmamamu 0C60eHuUs 00pa3oeameibHoll RPOZPAMMbL

Koowu
Komne Haszeanue komne- IInanupyemoie pezyromamut océoe- | Ilnanupyemoie pezyromamut 00yuenus
. menyui HUA 00pazoeamenvHoll NPOZPAMMBL no oucyunauHe
menyuu
Obwenpogheccuonanvhvie Komnemenyuu
OIIK-5 crocoOHOCTh pemath | IloporoBblii ypoBeHb: IloporoBblii ypoBeHb:

CTaH/IapTHBIE 3aJlauu
npodeccnoHamTbHOMI

JIeITeIbHOCTH Ha OC-
HOBE HMH(OPMAIMOH-
HOW n O6ubnmorpadu-
YECKOW KYJIBTYpHl C

3HaeT NPUHLUIIB, CIIOCOOBI, METOBI cOOpa
U OlLeHKH TnpodeccuoHanbHOil uHpOopMa-
UM C IPUMEHEHHEM HH(POPMAIIOHHO-
KOMMYHHKAIIMOHHBIX TexHoJorui (3.1); oc-
HOBBI HMH(OPMAIMOHHONH Oe30macHOCTH
3.2)

3HaeT NPUHIUIIBL, CTIOCOOBI, METOJIBI COOpa U
OLIEHKH TpodeccHoHalbHOI HHpOpManuu ¢
NpUMeHeHHeM NpodecCHoHaNbHBIX HHPOP-
MAallMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH
(3.1); ocHOBBI HH(DOPMATMOHHOK OE30MacHO-
CTH B HMH()OPMAIMOHHO-YIIPABISIONIAX CH-

NpUMEHEHHeM  WH- | YMeeT pelarh CTaHAapTHBIE 33Ja4M Mpo- | cremax (3.2)
(opmarionHo-koM- | (eccronanbHOl nestenbHOCTH (Y.1); olle- | YMeeT pemars CTaHJapTHBIE 33/1a4H TIPH pa-
MYHUKaIMOHHBIX HUBATh ¥ cOOMpaTh NHPOPMAILNIO, aHAIM3HU- | O60Te B  aBTOMAaTHU3UPOBAHHBIX CHUCTEMax

TEXHOJIOTHH H C yde-
TOM OCHOBHBEIX Tpe-
OoBanmii MHpOpMAa-
LMOHHOM Oe30I1acHO-
CTH

poBaTh €€ IEHHOCTh C NPUMEHEHUEM KOM-
MBIOTEPA U XPAHUTh BAXKHYIO C YUETOM OC-
HOBHBIX TpeOoBaHW HWHDOPMAIIMOHHON
6e3omacuoctu (Y.2)

Bnaneer OCHOBHBIMH METOJaMH, CIIOCO-
06aMu 1 cpeICTBAMH ITOJTyYEHHS U XpPaHSHHUS
nHpopmanuu (B.1); cmocoGHOCTRIO pemaTh
CTaH/IapTHHIE 3alayl MpPOQecCHOHATEHON
nestenpHOCTH (B.2); Meromamu 3amimThI
nadopmanuu (B.3)

IloBbINICHHBIH YPOBEHB:

(V.1); ouenuBaTh U codbupats HHGOPMAIIHIO,
aHAIM3UPOBATh €€ IIEHHOCTh C IPUMEHEHNEM
KOMIIBIOTEPAa U XPaHHUTh BAXHYIO C Y4ETOM
OCHOBHBIX TpeOOBaHHWH WH(OPMAITMOHHON
6e3omacuoctu (Y.2)

Baaaeer 0oCHOBHBIMH METOJAMH, CIIOCOOAMHU
Y CPE/ICTBAMHU IOJIyUSHHUS U XPaHEHHS TEXHU-
yeckoil mHpopmanuu (B.1); crocoOHOCTBIO
pemiath CTaHAApTHBIE 3a7a4d INpogeccHo-
HaJIbHOI iesiTeNbHOCTH porpammucta (B.2);
MeToamMH 31Tl nHGopmanuu (B.3)




3HaeT NPUHLMIIBL, CIIOCOOBI, METOJIBI COOpa
uH(pOpMAIUK, XpaHEHUS W OOpabOTKH C
MIPUMEHCHHEM KOMITBIOTCPHOH TEXHHKH
3.5)

YMmeer oueHmBaTh U cobupatb WH(pOpMa-
LU0, AaHAJIM3UPOBATH €€ IIEHHOCTH C TIPHMe-
HEHHeM KoMIbloTepHo# TexHuku (Y.3); pe-
IaTh CTaHAApTHHIE 33/a4d IpodeccHo-
HaJIbHOM JeSITeIbHOCTH Ha OCHOBE MH(OP-
MalMOHHON W OMOIMOrpaduuecKol Kyib-
TYpbl C IpPHUMEHEHHEM HH(POPMAIOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTHH H C yde-
TOM OCHOBHBIX TpeOOBaHUI HHYOPMALIMOH-
Ho#t 6e3omacHocTH (Y.4)

Buiageer meronmamu, crocobaMu W cpen-
CTBaMH TOJYYEHHS U XpaHCHHs HMH(DOpMa-
1wy, 00pabOTKOM U OmpeneNeHreM IICHHO-
CTH HHPOPMAINH C IPUMEHEHNEM KOMIIBIO-
tepa (B.4); MeTomamu pemeHnst craHIapT-
HBIX 3a]1a4 podecCHOHANBHON JesATeNbHO-
CTH HAa OCHOBE HMH(pOPMAIMOHHOW U OWO-
nuorpaduueckoit KynbTypsl (B.5); merto-
Jamu  MHGOOPMAIIMOHHONH — 0E30MacHOCTH
(B.6)

IloBbINIEHHBIH YPOBEHB:

3HaeT MPHUHIUIIBI, CIIOCOOBI, METOMIBI cOopa
nHpOpMaNNH, XpaHeHH 1 00pabOTKU ¢ TpH-
MEHEHHEM KOMMBIOTEPHON TEXHHUKH IIPH pe-
[ICHUH 3a/1a4 WHPOPMAIMOHHOW Oe30macHo-
ctu (3.5)

YMeerT oueHHBaTh, COOMpaTh W 3aIIMINATH
uH(OpMaLUIO, aHATU3UPOBATH €€ IIEHHOCTH C
NPUMEHEHUEM  KOMIBIOTEPHOHW  TEXHHKH
(V.3); pemath cTaHmapTHBIC 3a1a4u mpodec-
CHOHAJIBHOW JEATEIbHOCTH Ha OCHOBE WH-
¢dopmaronHoid M OubiMorpaduveckon
KyJbTYpBI C IPUMEHEHHEM HH()OPMalMOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJIOTHII ¥ C yIE€TOM
OCHOBHBIX TpeOOBaHMWN WH(POPMAITMOHHON
6e3omacHocTH (Y.4)

Buageer meromamu, cmocobamm U cpen-
CTBaMH HOJyYCHHUS U XPAHEHUS TEXHUIECKON
nHpOopManuu, 00pabOTKON W OIpeneIeHueM
LHEHHOCTH WHQpOpPManuu C NpUMEHEHUEM
komneloTepa (B.4); MmeromaMu pemieHus
CTaH/apTHBIX 3a/a4 MPoPeCcCHOHATIBHON Jiesi-
TENILHOCTH Ha OCHOBE HMH(OPMALMOHHOW M
oubmmorpaduueckoit KynbTypsl (B.5); meto-
JamMu HHPOpMannoHHOH 6e3omacHocTH (B.6)

Hpotﬁeccuonaﬂbubw Komnemenuuu

[K-1 CnocobHocts paspa- | Iloporosblii ypoBeHb IloporoBelii ypoBeHb
OaTbiBaTh ~ MOZENU | 3HATh: CTPYKTYPHl M aIrOpPUTMBI 00pa- | 3HATB: CTPYKTYpPHI U alIrOPUTMBI 00pabOTKH
KOMIIOHCHTOB ~ HWH- | OOTKHM IaHHBIX (3.4) JAaHHBIX NPU MEPOIPHATHAX IO 3aIIUTE HH-
(opmanoHHBIX cH- | TloBBINIEHHBIH YPOBEHb ¢dopmarn (3.4)
cTeM, BKIOYash MoO- | 3HaTh: MeToAbl 3aluThl HHpOpMamuu | IoBBINIEHHBIH YPOBEHL
ngenu 6a3 maHHelx U | (3.10) 3HaTh: MeTO/IbI 3a1UThI HHpOpMaryH (3.10)
Mozesu nHTepdeiico | Biaagers: HaBbIKAMM HCIOJB30BaHUS MH- | BilajgeTh: HaBbIKAMU HCIIOJIb30BaHUS HH-
«YENIOBEK-IJIeK- CTPYMEHTAJbHBIX CPECTB MOJICIMPOBAHHS | CTPYMEHTAIBHBIX CPEICTB MOJCTHPOBAHMS U
TPOHHO-BBIYUCIIH- U TIPOBEPKH CBOMCTB MHTEP(DEHCOB «4eso- | MPOBEPKH CBOWCTB MHTEP(EHCOB «UeIOBEK-
TeNbHAs MallInHa BEK-3JICKTPOHHO-BBIYHCITUTEIIbHAS Ma- | 3JIEKTPOHHO-BBIYHCIIUTENIbHAS MAIIMHAY IS
mmHaY (B.5) MPOBENEHUSI MEPONPUATUH IO 3alUTE HH-
dhopmarmu (B.5)
3. CTPYKTYPA U COAEP KAHUE JUCHUIIJIMHbBI (MOOYJIs)
31 Pacnpezle.ﬂeﬂl/le TPYAOEMKOCTH B Yacax 1o BCEM BHIaM aleI/ITopHOﬁ M CAMOCTOSITEJILHOM
paboThI 00y4aIOIIUXCH
OO0m1ast TpyA0€MKOCTh JUCIIUIUIMHBI COCTABIISIET 7 3a4€THBIX €IUHMUIL, 252 Jaca.
Buabl yueOHOM HArpy3KH H MX TPYA0EMKOCTB, Yackl OPO/3®0
« L [5]
5 = 2 ' &
@ HaumenoBanue £ o | E H 8
el pa3jiena THCHUILUINHBI (MO- E S = & A = 3 Z = s
=7 = g & =) [ [~ 2 = -
o JLy st < EE s8] & < @) g o
Z o EZ | =g =&| ¥ = 2 =
= § S| 2 & S )
S 'S & &
= =
HUcTounukn HCKHN U MBI
i Pop g2 | 184 | - | -| - 23,8/46 : 49,8/52
aTak Ha HHPOPMAIIHIO
TaHIapPTHI IIACHOCTH, KPHII-
p | CTaHAapTHI 6e30MACHOCTH, Kp w02 | 14 | - | -] - 30/46 . 58/52
Torpaduueckre MoAeIu
3ayger (5 cemectp (OPO) / 7 cemectp (3P0)) - - - - | 0,2/0,2 - -13,8 0,2/4
Wroro 3a cemecTp 18/4 36/8 0,2/0,2 53,8/92 -13,8 108/108
ANTOPUTMBI MMacHOCTH B
3 | AOP Oesomackoc 18/4 | 54/12 - | 49511145 - | 121511305
KOMIILIOTCPHBIX CCTAX




KoHncynbranuu no KkypcoBoMy MpoeKTH- i i ) m ] ] ] 44

POBAHUIO

DK3aMeH, KypcoBoii mpoekT (6 cemectp (ODO) i i i ] ]

/ 8 cemectp (3P0)) 0,7/0,7 17,8/8,8 18,5/9,5

Hroro 3a cemectp 18/4 | 54/12 - 4/4| 0,7/0,7 | 49,55/1145 | 17,8/8,8 144/144
NTOIO: 36/8 | 90/20 - 4/41 0,9/0,9 | 103,3/206,5 | 17,8/12,6 252/252

[Tpumeuanue: *Kart — koHTakTHas paboTa (aTTecramnus).

:izIIWHMCHOB&HHCJHHﬂHﬂnﬂﬂﬂX3aHﬂTHﬁ

Ne Homep pa3jaesia JUCUMILIHHBI Obnewm, Tema Jekuun
n/n 4acoB
Tema 1.1 Tlonstre wHPOPMAITMOHHON OE30MACHOCTH.
2/0 BaxxHOCTh M CIIOKHOCTH MPOOJIEeMbl MHGOPMAITMOHHON
0e30nmacHOCTH
1 Hctounuku, pucka u (HOpMBI 2/0 Tema 1.2 Onucanue u NPUMEHEHNUE JEPEBbEB ATAK
aTak Ha HH(GOPMAIIUIO 2/0 Tema 1.3 Pa3zpaboTka OnOIMOTEK 1 MIA0JIOHOB aTak, pas-
paboTKa KOHTpMED.
22 Tema 1.4 Microsoft Visio. FreeMind. Amenaza Securl-
Tree
Bcero no Pazney 1 8/2
2/0 Tema 2.1. MexaHHU3MBI U KJIaCChI 0€30I1aCHOCTH, OLIEHOY-
HBIE CTAaHAAPTHI U TEXHUYECKHE Crienn UK.
Tema 2.2. UndopmannoHHas 0e30MacHOCTh pacrpese-
2/0 JICHHBIX cHUCTEM. MexaHu3Mbl 0e30macHOCTH 0a3 naH-
HBIX M TOCTPOEHHE 3alUThl Mojielell uHTep(deicoB B
«4EJIOBEK-3JIEKTPOHHO-BBIUHUCIUTENIbHAS MAIIIMHAX)
Tema 2.3. CeTeBble MEXaHU3MBI 0€30MTaCHOCTH. ATMHHHU-
, CranapThi 6e30TIaCHOCTH, 2/0 CTPUPOBAHHE CPEICTB OE30MACHOCTH. KpI/ITepI/IE/I OLIEHKHU
KPUITTOMPa(UUECKHIE MOJIEIH 0e30macHOCTH HMH(OPMALMOHHBIX TexXHOoJorui. DyHK-
IIMOHAJIbHBIE TpeOOBaHUs TOBEpHs 0€301ACHOCTH
Tema 2.4 Kpunrorpaduueckoe npeodpazoBanue nHGOP-
2/2 marmu. Kpatkuii 0630p M KinaccupuKanus MeTOJI0B
mudpoBanust UHGOpMaIUU
Tema 2.5 Mertoasl NepecTaHOBKH, 3aMeHbl (IOJCTa-
2/0 HOBKH). AJIUTUBHBIE MeTO/1bl. KOMOMHMPOBaHHBIN Me-
ton. BeiObop meromga mnpeoOpazoBaHus. AJITOPUTMBI
mudpoBanus
Bcero no Pa3zneny 2 10/2
Hroro 3a cemecTp 18/4
2/0 Tema 3.1 Konnenmus 6e3onacHoCTH pensiiioHHbIX b/]
Tema 3.2 Mexanusmel 0e30macHOCTH 0a3 JAaHHBIX U I0-
2/0 CTPOEHHUE 3alIUThl MojeNeil HHTep(ecoB B «UeIOBeK-
AJIEKTPOHHO-BhIUKCIUTENbHAS ManHax» B CYB/]
2/0 Tema 3.3 Anroputmbl 6€30MaCHOCTH B KOMITBIOTEPHBIX
Kommnekcnas 3ammra  mpo- CETAX
5 | hecca 00paboTku nHpoOpMaLUU 2/0 Tema 3.4 MeTozpb! HACHTU(UKAUH U TIPOBEPKHU MOITHH-
B HOCTH TI0JIb30BaTelIeii KOMIBIOTEPHBIX CUCTEM
KOMIIBIOTEPHBIX CHCTEMaX 22 Tema 3.5 CriocoOb! 1 cpeicTBa 3aIIUTHl HHPOPMALIUU OT
YTEUKH 110 TEXHHYECKUM KaHaJIaM
2/0 Tema 3.6 MeTobl 1 cpeacTBa KOHTPOIIsS 3O PEKTUBHOCTH
TEXHUYECKOH 3aIuThl HHPOpMaITUN
2/0 Tema 3.7 3amura KOMOBIOTEPHBIX CETEH OT y/aleHHbIX

aTak




Tema 3.8 MeTonbl 3alIUThl TPOTPaMM OT M3YYEHHS U
2/2 pa3pyLaroIyX NPOrpaMMHBIX BO3IEHCTBUH (IIpOrpaMM-
HBIX 3aKJIaJIOK U BUPYCOB)
2/0 Tema 3.9 KomruiekcHast 3amura mpoiecca o0paboTKu
WHPOPMAIIMU B KOMITBIOTEPHBIX CHCTEMAX
Bcero no Pazneay 3 18/4
Hroro 3a cemecTp 18/4
HUTo0ro no [ucuumInHe 36/8

N3ydenne kax a0 TeMbI MPEAnoIaraeT OBIaIeHUE 00yJarOUMUIC HEOOXOIUMBIMHE JIECKPHIITO-
pamu (COCTaBIISIONIUMH ) KOMITETEHITMH, IPUBEICHHBIMH B TICPEYHE TUIAHUPYEMBIX PE3yJIbTaTOB 00yUe-
HUS 110 qUcIuIIinHe (Tadnuma 2.1).

3.3 HanmeHoBaHue J1a00PAaTOPHOIO MPAKTHKYMA
He npenycMoTpensl pabodnM y4eOHBIM IIJIaHOM.

3.4 HaumeHoBaHHe MPAKTHYECKUX 3aHATHI

n/n

Homep
paseja JUCHUILVIHHbI

OobeMm,
4acoB

Tema npakTnyeckoii padoThI

HcTouHUKH, PUCKU U (GOPMBI
aTak Ha MH()OPMAIIHIO

4/0

Tema 1.1 Tlonsarre nHpOpMaITMOHHON Oe30MacHOCTH. Baxk-
HOCTb H CJIOKHOCTB ITpOo0sIeMbl HH(OPMAIITMOHHOM Oe3o1ac-
HOCTHU

[Ipaktuueckass pabora Nel. IIpoBepka KoOMIbIOTEpa Ha
peIMeT HAJIMYHS YSI3BUMOCTEH

4/2

Tema 1.2 Onucanue u NpUMEHEHHUE JE€PEBHEB ATAK
[Tpaktnyeckas pabora Ne2. Mcrnonb3oBaHue Ciry>Ke€OHBIX
nporpamMm Windows st moBeimeHus 3pQGEeKTUBHOCTH pa-
00TBI KOMIIBIOTEPA

4/2

Tema 1.3 Pa3zpaGoTka OuOIMOTEK U 11a0JIOHOB aTak, paspa-
00TKa KOHTpMEp MO/IeNIeil KOMITOHEHTOB MH(POPMAIIMOHHBIX
cucTeM

[Tpaktnueckast padora Ne3. HMcmosb30oBaHHME NpPOrpaMMbl
DrWeb32wW

4/0

Tema 1.4 Microsoft Visio. FreeMind. Amenaza Securl-Tree.
[TpakTtuyeckas pabora Ned. Vcnosnp3oBaHue makeTa INpo-
rpamm antuBupyca Kacnepckoro

2/0

Tema 1.4 Microsoft Visio. FreeMind. Amenaza Securl-Tree.
[TpakTnueckast pabora Ne5S. Vcronmb3oBaHue makera Ipo-
rpamm Norton AntiVirus

Bcero no Pazneay 1

18/4

CrammapTel  6€30MMacHOCTH,
KpunTtorpaduyeckue  Mo-
Jenu

4/2

Tema 2.1. MexaHu3Mbl ¥ KJIacChl O€30IIAaCHOCTH, OICHOY-
HbIE CTAHIAPTHl M TEXHUYECKHE CICIU(PHUKAIUN MOJCICH
KOMITOHEHTOB MH(pOPMAIIHOHHBIX CHCTEM

[TpaxTueckast padota Ne6. YcraHOBKa U MCTOJIb30BaHUE aH-
THBUpYca-peBru3opa aucka ADinf

4/0

Tema 2.2. udopmarnmonHas 6e30MacHOCTb pacrpeesieH-
HBIX cucTeM. CeTeBble CepBUCH OE30MMaCHOCTH
[Tpaktuyeckas padora Ne7. M3ydeHue cpeacTB BOCCTaHOBIIE-
uust Windows

4/0

Tema 2.3. CereBrle MEXaHU3MBI O€30IIACHOCTHA. AJMUHU-
CTPUPOBAaHHE CpENCTB Oe3omacHOCTH. KpuTepuu OIEHKH
6e3omacHOCTH WH(GOPMAIMOHHBIX TEXHOJOTHI. DYHKIIHO-
HaJbHBIE TPeOOBaHUS JOBEPHs O€30MaCHOCTH




[Tpaktrueckas padota Ne8. Mcnonbs3oBaHue CpescTB aaMu-
HuctpupoBanusa Windows
JUIS aHAJIM3a U HAaCTPOUKU O€30MaCHOCTH CHCTEMBI

4/2

Tema 2.4 Kpunrorpaduueckoe npeodpazoBanue napopma-
nuu. KpaTtkuii 0630p 1 kitaccudukanms MeTo 0B mudpona-
HUS MHOpMAIIH

[TpakTrueckas padora Ne9. Mcnonb3oBanue mudpyromiei
(baitioBoil cCTEMBI

2/0

Tema 2.5 MeToibl IepecTaHOBKH, 3aMEHBI (ITOJCTAaHOBKH).
AnnutuBable MeTOII. KOMOMHUPOBaHHBIN MeToA. BriOop
MeToJ1a mpeoOpa3zoBaHusl. ANTOPUTMBI IU(DPOBaAHUS
[TpakTrdeckast paborta Nel(. be3onacHoCTh MCTIONB30BaAHUS
CETEBBIX PECYPCOB

Bcero no Pazneny 2

18/4

Hroro 3a cemecTp

36/8

KommuiekcHast 3aImTa
mpoiiecca 00pabOTKK HH-
dbopMaruu B KOMIBIOTEP-
HBIX CUCTEMAX

6/2

Tewma 3.1 Konnenmus 6e30macHOCTH peNsITUOHHBIX b1,
[TpakTraeckast padora Nell. Ananu3 puckoB nH(pOpMaIU-
OHHOM 0€30IacHOCTH

6/2

Tema 3.2 Mexanu3mbl 0€30MacHOCTH 0a3 TaHHBIX U TOCTPO-
€HHe 3alIUThl MojeNiell HMHTep(EecoB B «UEIOBEK-dIIEK-
TPOHHO-BBIUMCIIUTENbHAS MaHax» B CYBJ]
[Tpaktnueckass padora Nel2. MexaHuU3Mbl KOHTpOIS Iie-
JIOCTHOCTH JAHHBIX

6/2

Tema 3.3 Aaroput™msl 6€30MaCHOCTH B KOMITBIOTEPHBIX Ce-
TAX.

[Tpaktueckast pabora Nel3. Ilporpammuas peanu3anus
KpUNTOrpaMuecKux airOPUTMOB

6/2

Tema 3.4 Metosbl HaeHTU(UKALIUHN U IPOBEPKH MOITTMHHO-
CTH MOJIb30BaTeNIell KOMIIBIOTEPHBIX CUCTEM.
[Tpaktnyeckas padora Nel4. Ilpounenypa ayreHTHDHUKALMN
N0JIb30BATENsl HA OCHOBE NapoJIs

6/2

Tema 3.5 CriocoOsl U cpeacTBa 3amuThl UHGOPMAUU OT
YTEUKH 110 TEXHUYECKUM KaHajJaM

[TpakTnueckast pabora Nel5. OOecneuenrne HHPOPMAIOH-
HOM 6€30IaCHOCTH B BEYIIUX 3apyOEKHBIX CTpaHaX

6/0

Tema 3.6 Mertonbl u cpeacrBa KOHTpousst 3((HEKTUBHOCTU
TEXHUYECKOH 3aIuThl HH(pOpMaIK

[Tpaktuueckas padbora Nel6. IloctpoeHne KOHIETIIIMM WH-
(dbopManOHHOM 6€30MaCHOCTH MPeIPUITHS

6/0

Tema 3.7 3ammra KOMIBIOTEPHBIX CETEH OT YIAJICHHBIX
aTak

[TpaxTiueckast padota Nel7 AnropuT™mbl OBEEHUS BUPYC-
HBIX U JIPYT'MX BPETOHOCHBIX IPOrpaMM

6/0

Tema 3.8 MeToasl 3alIUTEI TPOTpaMM OT U3YUEHHS U pa3-
pyLIAIOIMX IPOrpPaMMHBIX BO3JEHCTBHI (IIPOrpaMMHBIX
3aKJIaJIOK ¥ BUPYCOB)

[TpakTtuyeckas pabota Nel8 AnropuTmsl MpeaynpexaeHus
1 00HapYKEHUsI BUPYCHBIX YTPO3

6/2

Tema 3.9 KommiekcHas 3ammura npoiiecca 00pabOTKU UH-
¢dbopmanuy B KOMIIBIOTEPHBIX CHCTEMax

[TpakTnueckast padora Nel9 3ammura M BOCCTaHOBIIEHHE
JTAHHBIX Ha KOMIbIOTEpE




Bcero no Pazneny 3 54/12

Hroro 3a cemectp 54/12

HToro no qjucuuniInHe 90/20

[IpakTHyeckoe 3aHATHE MO KaXI0H TeMe MPEeAIoaraeT OBIaJeHHe 00yJaroIUMICS He00X01u-
MBIMH JIECKPUTITOPAMH (COCTABIISIONIMMHU ) KOMIICTESHIIHIA, TPUBEICHHBIMH B TICPEYHE TUIAHUPYEMBIX pe-
3yJIBTaTOB OOYUYEHUs M0 JUCHUIUINHE (Tabmuma 2.1).

3.5 CamocrosiTesibHasi padoTa 00y4aoImmxcs

Paszen TpyaoemMKocCTb,
Ne n/n Bux CP 4acos,
JUCHHUILIAHBI 0DO/3P0
1 [OJIrOTOBKA K JIEKIIHOHHBIM 3aHATHAM 2,4/0,2
2 MOJArOTOBKA K MPAKTHYECKUM 3aHATHSAM 8,8/2,4
3 BBINOJIHEHHME 3amanuii aus CP 2,3/12,2
Pazgen 1
4 CaMOCTOATEIBHOE M3YUCHHUE MaTepralia 4,8/10,2
5 MOATOTOBKA K HHTEPAKTHBHOMY 3aHSTHIO 2/5
6 HOJI'OTOBKA K HAMIMCAHUIO HAYYIHOTO OKJIa/a 3,5/16
HUroro 23,8/46
1 MOJTOTOBKA K JIEKIIAOHHBIM 3aHATHAM 2,4/0,2
2 MOJrOTOBKA K MPAKTHYCCKUM 3aHSITHSIM 10,8/2,4
Pazgen 2 3 BBIIIOJIHEHUE 3anaHuii s CP 2,4/9,2
4 CaMOCTOSITEIIbHOE M3yUCHUE MaTepHalia 4,8/9,2
5 MOJArOTOBKA K HAIIMCAHUIO HAYYHOTO JOKJIaaa 9,6/25
Hroro 30/46
Paznen 1-2 IToaroroBka K 3a4eTy -13,8
Hroro 3a cemectp CP 53,8/92
1 MIOATOTOBKA K JIEKLIMOHHBIM 3aHITHIM 3/0,6
2 MOJIMOTOBKA K MPAKTHYECKUM 3aHATUSIM 10,6/2,8
3 BBITIOJHEHKE 3a1anuii 11 CP 3/13,8
Paznen 3 4 CaMOCTOSATENBLHOE M3yYEeHUE MaTepHalia 3/27,6
5 MOArOTOBKA K HAIIMCAHUIO HAYYHOTO JOKJIaaa 6,5/25,7
6 MO/ITOTOBKA K HHTEPAKTHBHOMY 3aHSTHIO 4/4
7 HOJrOTOBKA K KyPCOBOMY ITPOEKTUPOBAHMIO 20/40
Hroro 3a cemectp CP 49,5/114,5
Bcero no qucuuniaune CP 103,3/206,5
Paznen 3 | IToaroroBka K 3K3amMeHy 17,8/8,8
Htoro na GopmMbI KOHTPOIS | 17,8/12,6

3.6 IniaKkTUKa JUCHUILINHBI (MOIYJIs1)
Paszpnen 1. UcTouyHMKH, pUCKH M (pOPMBI aTaK Ha HHGOpPMaLUIO

Tema 1. 1 IlonsitTne nHpoOpMANMOHHON 0e30MACHOCTH. BaKHOCTB M C/10:)KHOCTH MPOOJIEeMBbI
HHGopMaALMOHHOI 0€30ITACHOCTH

[Tonstue nHGOpPMAMOHHOM Oe30macHOCTH. BaXkKHOCTh M CIOKHOCTH MPOOJIeMbl HHPOPMALIMOH-
HoM Oe3onacHocTu. HpopmanmonHas 6e3onacHoCTh. 3akoH PO «O6 yyacTuu B MEXAYHApPOIHOM HH-
¢dopmanoHHOM oOMeHey. 3amuTa nHpopmanuu. TpakToBKa po6ieM, CBI3aHHBIX ¢ MH()OPMAITMOHHON
6e3onacHocThio. KonpuaenmuansHocts. MudopmarmonHnas 6e3omnacHocTh. JlokTprHa HHOOPMAITHOH-
Holi 6e3onacHocTu Poccuiickoit deaepanuu. 3amuTa oT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA K HH(OpMa-
LIMOHHBIM pecypcaM. BHemHue aTaku.

Tema 1.2 Onucanue u NpUMEHEHHUeE IePeBbeB aTAK

JHepeBns aTak. Y3en nepeBa. BapuaHThl peanuzanuu aTak. 3a/1ada OIEHKH CIOXHOCTH. BapuaHThl
aTak.

Tema 1.3 PazpadoTka 0M0JM0TEK M IIA0JIOHOB aTaK, pa3padoTKa KOHTpMep.




[TpuMmeHeHue epeBhEeB aTak ISl aHAIM3a MOTEHIMATBLHBIX MPo0ieM QYHKIIMOHUPOBAHUS pa3pa-
OaThIBaGMBIX M ITOMCKA MyTeH pa3penieHus npoodseM. AKTuBbl. PazpaboTka koHTpMEp. 3akpeiTre Bapu-
aHTa aTaku KOHTpMepou. [Ipumepsl KoHTpMep: MU poBaHHE, peaIn3alUsl CIUCKOB Pa3rPaHUYCHUS J10-
CTyIIa, UCIOJIb30BaHKEe NPOTOK0I0B SSL, [PSec u T.1. TunuuHble aTaky AJ11 MHOXKECTBA IPOrPAMMHBIX
npoxaykToB. IIpumep nepesa araku. [1laGnons! atak, OMOIMOTEKH aTak.

Tema 1.4 Microsoft Visio. FreeMind. Amenaza SecurlTree

[Ia6non «Fault Tree Analysis Shapes». Co3znanue nepeBbeB atak B cpene Microsoft Visio 2003.
[Iporpammuoe cpenctBo FreeMind. Ilporpammuoe cpeactBo Freemind. Onmcanue npodeccroHab-
HOTO KOMMEPUYECKOTO MaKeTa i pa3padoTKu AepeBbeB aTak Amenaza SecurlTree. CBoiicTBa, pyHK-
LUH, pacu€T XapakrepucTuk. OCHOBHBIE penMyniecTBa MeToga. OCHOBHBIE OIPAHUYEHHUS, CBA3aHHBIC
C IPUMEHEHUEM JIEPEBBEB aTaK.

Pazgean 2 Cranaaprbl 0€30MaCHOCTH, KpUNTOrpaguyeckue Moaesau

Tema 2.1 MexaHHU3MBbI B KJI1acChl 0€30MIaCHOCTH, OLICHOYHbIE CTAHAAPTHI U TEXHUYECKHUE CIle-
unpukanun

0030p crangapToB u cnenudukanuii. OneHounsie cranaapTel. OCHOBHOE HA3HAYCHHE JOBEPCH-
HOM BbIYMCIUTENBHOIN 0a3bl. Bepudunupyemocts. [IponsBonbHoe ynpasienue noctynom. besormac-
HOCTBH TOBTOPHOT'O HCIOJIB30BaHUSI 00BEKTOB. COBPEMEHHBIH 00BEKTHO-OPHUEHTHPOBAHHBIA TOIXO/I.
[TpunyaurensHoe (WK MaHAaTHOE) yrpaBieHue JocTynoM. CyonekT. OObIUHBIN crI0CO0 HAEHTH(HKA-
UuU. AHaIU3 perucTpauuoHHoi nHdopmannu. OnepanuoHHas rapaHTUPOBAHHOCTh. TexHoIorn4ecKas
rapantTupoBanHoCTh. LllecTh K1accoB 6e3omacHocT. OnucaHue KI1acCcoB.

Tema 2.2. UndopmanuonHas 6e30nacHOCTh pacinpeeneHHbIX cucteM. CeTeBble CepBHCHI
O0e3onacHocTH. MexaHM3Mbl 0€30NMACHOCTH 043 JAHHBIX M MOCTPOECHHUE 3AUUTHI MOeJIell HHTep-
(eiicoB B «4e10BeK-3JIEKTPOHHO-BBIYMCIUTEIbHAS MALIHHAX)

Pexomenmannu X.800. Ayrentudukanusa. Ynpasienue goctynoM. KoHbuaeHIMAIbHOCTD AaH-
HeIX. [lemoctHOCTh MaHHBIX. HeoTtkazyemocTs. KoHumeHmanbHOCTh BHE coequHeHus. V30uparens-
Hasi koH(puaeHmanbHoCcTh. KoHpuaeHuuanpHocTh Tpaduka. LlenoctHocTh ¢ BoccTaHOBiIeHUEeM. Lle-
JIOCTHOCTH 0e3 BoccTaHoBJIeHUsA. V30upaTenbHas nenoctHocTh. LlenoctHocTs BHE coenunenus. Heot-
KazyeMmocThb. Pacnipesienenne QyHKIM 6€30MaCHOCTH MO YPOBHSM 3TAJIOHHONW CEMUYPOBHEBOM Moien
OSl.

Tema 2.3. CereBble MeXaHU3MbI 0€30IACHOCTH. AJIMMHHCTPUPOBAHNE CPeACTB 0€30MACHO-
ctu. Kpurepun ouenku 0e30nmacHoCcTH HH(POPMAIMOHHBIX TeXHOJIOTHIl. DYHKIMOHAIbLHbIE Tpe-
OoBaHMs 10BepHUsi 0€30MACHOCTH

CereBble MeXaHU3MbI 0€30IaCHOCTH. AJMUHHUCTPUPOBAaHUE CpeACTB OezonmacHocTu. Kpurepuu
OLIEHKH 0€30IacHOCTH MH(DOPMAIMOHHBIX TeXHOJIOTUH. DYHKIMOHATIbHBIE TPeOOBaHUS 10Bepus 0e3-
onacHoctu. [lludposanue. dnexTpoHHas HuppoBas NOANUChH. MeXaHU3Mbl YIIPaBICHUS JOCTYIIOM.

Tema 2.4 Kpunrorpagudeckoe npeodpasosanne nnpopmanuu. Kparkuii 0030p n kiaaccun-
(puxanus meronoB mUppoBanus HHGoOpPpMaLUH

Kpatkuii 0630p u kiaccudukanus MeTofoB mudpoBaHus nHGopManuu. 3amura HHGOpMaIUK
METOJIOM KpunTorpaduyeckoro npeodpazoBaHusi. YnpasieHHe npoieccoM mudpoBanusi. OCHOBHbIE
TpeOOoBaHUs, IPEAbABIsSEMbIE K METOIaM 3allIUTHOTO NpeodpazoBanust. CUMMETpUYHbBIE U ACCUMETPUY-
Hble cucTeMbl mudpoBanus. [{udpossie noanucu (DnexkTpoHHble noanuck). MHppacTpykTypa OTKpbI-
ThIX Kitoueil. Kpunrorpaduyeckue mpoToKoIbI.

Tema 2.5 MeToabl nepecTaHOBKH, 3aMeHbI (IIOJACTAHOBKH). ANIUTUBHbIE MeToAbl. KoMOu-
HHMPOBaHHBIN MeToA. BbI0Op MeTONa Mpeodpa3oBaHusi. AITOPUTMBbI IIH(PPOBAHUS.

MeToapl IEPECTAHOBKU U MOJICTAHOBKH. AJITUTUBHBIE MeTObI. KOMOMHUpOBaHHEIN MeTO. Bhi-
60p mMeToa mpeodpazoBaHus. AIropuT™sl mmdposanus. CyTb METOI0B epecTaHOBKU. [IepecTaHOBKH
B KJlaccuueckoi kpunrorpaduu. Meroas! mudpoBanus 3aMeHoi (rmoactanoBkoil). [Ipsimas 3amena uc-
XOJTHBIX CUMBOJIOB UX KBHUBAJICHTOM U3 BEKTOpa 3aMeH. AqauTuBHble MeToAbl. [lIudpoBanue myrem
CII0KEeHUs CUMBOJIOB. ['aMma. KoMOUHUpOBaHHBIN METO.

Paszpen 3 KommekcHas 3ammra npouecca 00padoTku nH(popManuu B
KOMIIbIOTEPHBIX CHCTEMAaX
Tema 3.1 Konuenuus 0e3onacHocTu penssuoHHbIX BJI



Yrpossl 6e3omacuocT B/I: o6mue u cnenududeckue. Tpedboanus 6e3omacuoctr b/I. 3amuTa ot
HecankimonupoBanHoro goctymna (HCJI). 3amura ot BeiBoma. IlenoctHocts BJl. Aymur. 3amauu u
CpeAcTBa aIMUHHUCTpaTopa 6€30MacHOCTH 0a3 TaHHBIX. MHOTOYpOBHEBAs 3aIUTA.

Tema 3.2 MexaHu3Mbl 0€30M1aCHOCTH 0a3 JAHHBIX U MOCTPOEHHE 3AIUMTHI MOjeJieil HHTep-
(eiicoB B «4e10BeK-3JIEKTPOHHO-BbIUMCAUTENbHAsA MamnHax» B CYB/]

Knaccudukanus moaeneit. OcobenHoctu npumeneHus mojaenen 6ezonacHoctu B CYB/]. Mexa-
HU3MBI obecrieuenus nenoctHoctd CYBJl. MeraganHbie U ClioBaph JaHHBIX. JJOCTyN K ClIOBapro JaH-
HbIX. TpaH3aKIMKM Kak CpeACTBO U30JIMPOBAHHOCTH MoJib3oBarteneil. [IpaBumna cornacoBanust 6J10Kupo-
BOK. TynMKOBBIE CUTYyallH, UX paclio3HaBaHUE U pa3pylieHre. CrocoObl MoaIep:KaHus CCbUIOYHOM Lie-
JIOCTHOCTH. MexaHu3Mbl MpaBWII U COOBITUNA. MexaHusmbl oOecrieueHHus KOH(PUIEHIUAIBHOCTH B
CYB/. IIpuunnsbl, BUBI, OCHOBHBIE METOBI HApyIIEHUs! KOHPUACHIIHaIbHOCTH. [lonyyenne HecaHk-
LMOHUPOBAHHOTO JIOCTYIA K KOH(PHUACHINATbHON HH(POPMAIIUU MTYTEM JIOTHUECKUX BBIBOJOB. MeTo b
3anuThl HHGopManuu. OCOOEHHOCTH MPUMEHEHHs KpUnTorpaguueckux Mero1oB. Cpeacrsa UaAEHTH-
¢bukanuu u ayreHTUGuKanuu. CpencTBa yIpaBieHUs JOCTYIOM. AYIUT U MOJOTYETHOCTb.

Tema 3.3 AnroputmMbl 6€301aCHOCTH B KOMIIBIOTEPHBIX CeTAX

MesxcereBbie skpanbl. [IpoektupoBanne M3J. Cauddepbl. DKCIIONTh. ATaku Ha cepBepa. ATaku
Ha pabouune cTaHINU. ATaKa TUIA «OTKa3 B 00caykuBaHum». [IporokonupoBanue. CeTeBble 3alUIICH-
HBIE IPOTOKOJIBI.

Tema 3.4 MeTroabl n1eHTH(PUKALUY U POBEPKH NOJJIMHHOCTH I10JIb30BaTe/Ieil KOMIIbIOTEp-
HBIX CHCTEM

OcCHOBHBIE TOHATHUS U KOHIETIIUH. M ieHTrUKaIusa 1 MeXaHU3MBbI [TOITBEPKACHUS IO UTMHHOCTH
noJib3oBaress. B3aumHas npoBepka MOATUHHOCTHU MOJIb30BaTeNs. [I[poTokoibl HaeHTUGUKALNK C HY-
JIeBOH Tepenavell 3HaHUH. YTIPOIeHHAs cXeMa HACHTU(UKALIUH ¢ HYJIEBOH Mepenavyeil 3HaHHi.

Tema 3.5 Cnoco0b1 u cpeacTBa 3alIUTHI HHPOPMAIIUM OT YTEYKH 10 TEXHNYECKHM KaHAJIaM

OCHOBHBIE KOHIIENTYAJIbHBIC TTOJIOKEHUS TEXHUIECKOH 3amThl HHGopManuu. Llenn u 3axaqn 3a-
U Thl “HGopMmaluu. Pecypcesl, BeiiensemMsl Ha 3amuty uHopmanuu. [IpuHnumne! 3amutel nHGOpMa-
LMY TEXHUYECKUMHU cpeacTBaMU. OCHOBHbIE HapaBICHUS WHKEHEPHO-TEXHUUYECKON 3aIlUThl HHOP-
MallMH.

Tema 3.6 Metoabl 1 cpeicTBa KOHTPOJIsl 3(PPeKTHBHOCTH TEXHUYECKOI 3alUThI HHpOpMa-
10701

Bunpl xoHTposs 3¢p(EeKTHBHOCTH MHKEHEPHO-TEXHUYECKOW 3aluThl MHpopMauuu. Buasl 30H
KoHTpoJsi. TpeboBaHus Mo 3amuTe HHPOPMALIUU OT YTEUKH 1O TEXHUYECKUM KaHajaM. Bunabl TexHu-
YEeCKOT0 KOHTPOJIS.

Tema 3.7 3ammTa KOMIBIOTEPHBIX CeTel OT YAAJCHHBIX aTaK

MeTtoibl cpencTBa OrpaHUYEHUS 1OCTYNa K KOMIIOHEHTaM ceTU. MeTo/ibl U CpelCcTBa MPUBSI3KU
IIPOrpaMMHOT0 00eCIieueHHs K alapaTHOMY OKPYKEHHUIO K (U3MUECKUM HOCUTENISIM. MeTo/Ibl U Cpef-
CTBa XpaHEHHUs KII0UeBOM MH(popManuu. 3amuTa OporpaMm OT U3YUYEHHS; 3alUTa OT pa3pyLIAIoNIUX
IIPOrpaMMHBIX BO3JEHCTBHI; 3alIUTa OT U3MEHEHUH U KOHTPOJIb LIEJIOCTHOCTH.

Tema 3.8 MeToabl 3aIMTHI IPOrpaMM OT U3YYeHUSI H Pa3pyMIAKIIUX NPOrPAMMHBIX B0O3-
AedcTBUH (MPOrPAMMHBIX 3aKJIa10K H BUPYCOB)

Knaccudukanust cnoco0oB 3amuThl. 3ammura OT 3aKJIagoK U au3acceMOnmpoBanus. CriocoObl
BCTPauMBaHMs 3aIIUTHBIX MEXaHU3MOB B MporpamMmmHoe obecrnieueHue. [ToHATHE paspymiaromero mpo-
rpaMMHOTO BO3AEHCTBUSA. Mojenn B3aWMOJICUCTBUS MPUKIAAHOW MPOrpaMMbl M MPOrpaMMHON 3a-
KJaaku. MeTospl mepexBaTta v HaBs3bIBaHUs MH(opMari. MeToab! BHEIPEHUs TPOTPaMMHBIX 3aKiia-
nok. KommnbroTepHble BUpYCHI Kak 0COOBIH Ki1ace pa3pyliaoIiuX IpOorpaMMHBIX BO3JeHCTBHM. 3ammuTa
OT pa3pyLIAOIINX IPOrpaMMHBIX Bo3AelcTBUN. [oHATHE N301MPOBaHHON POTPaMMHON CPEJIBI.

Tema 3.9 KomiuiekcHast 3amumuTa npouecca oopadoTku nHGopMauuu B KOMIbIOTEPHbIX CH-
creMax

[TocranoBKa mpoOIeMbl KOMIIJIEKCHOTO OOecrieueHus HHPOPMAIIHOHHON 0€30IacCHOCTH aBTOMa-
THU3UPOBAHHBIX CHCTEM; COCTaB KOMIIOHEHTOB KOMIUIEKCHOM CUCTeMBI o0ecrieueHnss HHPOPMALMOHHOM
6e3onacHocty (KCHUB). ®yHkunoHanbHbIE U 00€CIIEYUBAIOLINE TTOJICUCTEMbI, TEXHOJIOTHS, yIpaBJe-
HUE; METOA0JIOrUs (OPMHUPOBAHUS 3a/1a4 3aLUThI: UHTETPALU CPEICTB HHPOPMALIMOHHOM Oe3011acHo-
CTH.



4. @OPMbI KOHTPOJISA U OHEHOYHBIE CPEACTB

[TpomexyTouHasi aTTeCTaIUs 110 Pe3y/IbTaTaM CEMECTpa 0 AUCIUILIHHE TPOXOAUT B hopMe 3a-
YeTa, 3allUThl KypCOBOTO MPOEKTA U SK3aMeHa.
KoHTposb 32 yCBOCHHEM TEOPETHYECKUX 3HAHMN M MPAKTUYCCKUX HABBIKOB (TEKYIIUH KOH-
TPOJIb) OCYIIECTBIISIETCS MPEOIaBaTE/IAMK MIPU MPOBEPKE YMEHUS aHATU3UPOBATh HAYYHBIC TCOPHUH,
APTYMCHTHUPOBAHO OTCTAUBATH CBOIO TOYKY 3PCHUSA; B XOAC PCHICHUSA ITPAKTHICCKUX 3aI[aHPII>i, CUTyalu-
OHHBIX 33/1a4, TIPH 3aIKTE OTUYCTOB HA MPAKTHUCCKHUX 3aHATHSIX, 160aTOB, MPOBEPKE CAMOCTOSITEIbHOM
paboTHI CTyIEHTA.
DoH/T OLICHOYHBIX CPEJICTB pa3paboTaH U YTBEPXKICH TPOTOKOJIOM 3aceaaHust Kadeaphl.

4.1 IlepevyeHb KOMIETEHIMI € YKa3aHMEM ITANOB UX ()OPMUPOBAHUSA B MPoIecce OCBOEHNsI 00pa30-

BaTeJIbHOI NMPOrpaMMbl

Koutponupyemsie DOopMBbI U METOJIBI KOHTPOJISI
Kontponupyemsie
No KonTponupyemsie| pe3ynbraTs 00yde-
pasaensl (TeMbl), : Bun ¢oHa o1ieHOYHBIX 3
1/ 1 KOMIIETEHIIUA | HUA: 3HAHUS, yMe- ) dopma KOHTPOJISt
JUCLUIUTAHBI CpEICTB
HU, HABBIKU
1 | Pasgen 1. IMpunoxenne 1 ®OC (owe-
Tema 1.1-1.4 31.32.35 HOuHble cpencTBa Tekyuiero | Kontpons CP, npo-
) oA KOHTPOJISL  YCIIEBa€MOCTH). BEpKa MUCbMEHHBIX
OIIK-5 v.1,¥.2,¥.3,v.4 [Tman®! Ta00OpaTOPHBIX 3aHS- 3aaHui, 00CyXIe-
B.1,B.2,B4 N o
Tuii. KoMIUIekT 3aganuii mis Hue CP.
CP k Temam 1.1-1.4
ITpunoxenne 1 ®OC]] (ome-
HouHbIe cpencTBa Tekymero | Kontposs CP, mpo-
[IK-1 34,3.10 KOHTPOJS  yCIIEBAaeMOCTH). | BepKa MUCbMEHHBIX
B.S [Tnane! 71a00paTOPHBIX 3aHsA- | 3amaHH, 00CYXIe-
tuid. Kommnekt 3ananuii st uue CP.
CP k Temam 1.1-1.4
2 | Pa3znmen 2. I[Tpunoxenue 1 ®OC (oue-
Tema 2.1-2.5 31.32.35 HOuHble cpeacTBa Tekyuiero | Konrpons CP, mpo-
OIIK-5 VI.V2.Y3.V4 KOHTPOJISI ~ YCIIEBa€MOCTH). | BepKa _ TIHCHMEHHBIX
[TmaHe! Ta0OpaTOPHBIX 3aHA- | 3aaHUM, 0OCYXe-
B.1,B.2,B4,B.5 N o
tuil. Komruiekt 3aganuii qug | Hue CP.
CP k Temam 2.1-2.5
punoxenne 1 ®OC (ore-
HOuHble cpeacTBa Tekyuiero | Kontpons CP, npo-
[K-1 34,3.10 KOHTPOJSI ~ yCIIEBAeMOCTH). | BepKa MUCHMEHHBIX
B.5 [Tnanbl TabopaTOpPHBIX 3aHSA- | 3aJaHUMN, 00CYKe-
tuid. Kommiekt 3aganuii st uue CP.
CP k temam 2.1-2.5
2 | Pa3pen 3. Ipunoxenne 1 ®OC]] (ote-
Tema 3.1-3.9 32,35 HouHble cpencTa Tekymero | Konrpons CP, mpo-
OIIK-5 V.1,¥.2,V.3, V.4 | KOHTpOdsI  yCIIEBaeMOCTH). | BEpKa THUCHMECHHBIX
B.1,B.2,B.3, [Tnanbl 1a00OpaTOPHBIX 3aHs- | 3aJaHUH, OOCYyXze-
B.4,B.5,B.6 tui. Kommiaekr 3amanuit s | Hue CP.
CP k Temam 3.1-3.9
[punoxenne 1 ®OC/ (oue-
HOuHbIe cpeacTBa Tekyuiero | Kountposns CP, npo-
[K-1 34,3.10 KOHTPOJISI ~ yCIEBAEMOCTH). | BepKa IMMCbMEHHBIX
B.5 [Tnans! TabopaTOpHBIX 3aHSA- | 3aJaHUMN, 00CYKe-
Tui. KoMmmiekT 3aganui ais uue CP.
CP k temam 3.1-3.9




4.2 OnucaHue Moka3areseil 1 KpUTepUeB OLlEHUBAHMS KOMIETEHIMIA HA Pa3JIMYHBIX 3TANaX UX
(hopMHUpPOBaHNS, OIHCAHME LIKAJ OLlCHUBAHUS

Kpurepuu onieHuBanust

ITokazarenu
OLIEHUBAaHUSI

JlocTaTouHBI YpOBEHD
(Y1OBIETBOPHTEIIHLHO)

CpenHuii ypoBeHb
(xoporo)

Bricokuil ypoBeHb
(oTsIM4HO)

OIIK-5 ciocoOHOCTH periaTh CTaHAapTHBIE 3a71a41 NPo(ecCHOHATBHO JeITeTbHOCTH Ha OCHOBE MH()OPMALIMOHHOM U O1O-
muorpaduyecKoil KyJIbTyphl C IPUMEHEHHEM HHPOPMaIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUI U C y4ETOM OCHOBHBIX Tpe-
0oBaHMIT THPOPMAITMOHHOW 0E€30MACHOCTH

3HaTh:

MPUHIUIEI, CHOCOOBI, Me-
TOIBI cOOpa M OLEHKH MpO-
(dbeccuonanmpHON  MHpOpPMa-
UK C MPUMCHEHUEM UH(OP-
MAaIMOHHO-KOMMYHHUKAIIHOH-
HBIX TEXHOJOTHH

MIPUHLIUIIBL, CIIOCOOBI, METOIBI cOopa 1
OLIEHKH npodeccroHansHOi HHPOP-
Malliu ¢ IpUMEHEHHueM HH(OpManu-
OHHO-KOMMYHHKAIIHOHHBIX TEXHOJIO-
THIA; OCHOBBI WH(pOPMAIMOHHOW Oe3-
OIIACHOCTH; TIPHHIIHIIBI, CTIOCOOBI, Me-
TOMBI cOopa MH(DOPMAITIH, XPaHCHUS U
00paboTKN C IPUMEHEHHEM KOMITBIO-
TEPHOU TEXHUKH

MPUHIHUIIBL, CIOCOOBI, METOBI cOOpa 1
OLIEHKH MpodeccHOoHaNbHOH HHPOP-
Malliyd ¢ NPUMEHEHHEeM MpodeccHo-
HaJIbHBIX MH(pOPMAIIMOHHO-KOMMYHH-
KAIIMOHHBIX TEXHOJIOT'Hi; OCHOBBI MH-
(dopmaroHHOW 0€30TaCHOCTH B WH-
(OpMaLIOHHO-YIIPABIISIOIINX CHCTE-
Max; HPHHIMIBIL, CIOCOOBI, METOIbI
cbopa wHpOpMaNKU, XpaHEHUI U 00-
pabOTKHU ¢ MPUMEHEHHEM KOMIIBIOTEp-
HOW TEXHUKH IIPH PELICHUHU 33/1a4 UH-
(dhopManMOHHOM 6€30MaCHOCTH

VYMeTs:

peniath CTaHAapTHHIC 3aauu
npodeccroHaNBHOI JesTeNb-
HOCTH; OLICHMBAaTh U COOH-
patb HH)OPMAITHIO, aHATH3H-
poBaTh €€ IEHHOCTH C IPUMe-
HEHHEM KOMIBIOTEpa M Xpa-
HHUTh B&XKHYIO C y9IETOM OC-
HOBHBIX TpeOoBaHMI HH(OP-

MaIlOHHON  (€30TacHOCTH;
OIICHMBAaTh M COOMpATh HH-
dbopMmaruoo, aHaTHM3UPOBATh

€€ LIEHHOCTb C IPUMEHEHUEM
KOMIIBIOTEPHON TEXHUKH

pemarh cTaHJapTHbIE 3a1a4k npodec-
CHOHAJIIBHOW JIEATEIbHOCTH; OILICHH-
BaTh U coOUpaTh MHGOPMAIIHIO, aHA-
JIM3UPOBATh €€ LIEHHOCTh C MPUMEHe-
HHEM KOMITbIOTEpa U XPaHHUTh BaXKHYIO
C Y4eTOM OCHOBHBIX TPeOOBaHHH HMH-
(hopMarMoOHHOW 0E30MacHOCTH; OIle-
HUBaTh W COOHMpaTh HWH(OPMAIHIO,
AQHAITM3HPOBATH €€ IICHHOCTh C IIpUMe-
HEHHEM KOMIIBIOTEPHON TeXHUKH; pe-
1IaTh CTaHAAPTHBIC 3a7a4H MPOodeccH-
OHAJILHOM [JEATEJBHOCTH HAa OCHOBE
uH(hOpMaLMOHHO 1 Gubnorpaduye-
CKOW KYJNBTYpbl C NPUMEHEHHUEM HWH-
(hopMaIOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJIOTHH M C YYETOM OCHOBHBIX
TpeboBaHUI WHPOpPMAIMOHHONW Oe3-
ONAaCHOCTH

pewiath CTaHAApTHBIE 33/1a4U MPH pa-
00Te B aBTOMAaTHU3UPOBAaHHBIX CHCTE-
Max; OIICHUBaTh U COOHpaTh HHGOP-
MallyIo, aHaIU3UPOBATH €€ IIEHHOCTH C
NPUMCHCHHEM KOMITbIOTEpa W Xpa-
HHUTh B@XHYID C YYETOM OCHOBHBIX
TpeOoBaHMI WHPOPMAIMOHHOW Oe3-
ONIACHOCTH; OLICHMBATh, COOMpaTh M
3aIIUIIaTh HHQOPMAIIHIO, aHATIU3UPO-
BaTh €€ IICHHOCTh C INPUMCHEHHEM
KOMITBIOTEPHOW TEXHHKH; pellaTh
CTaHAapTHBIE 3amaud  npodeccuo-
HaJIbHOM €S TeIbHOCTH HA OCHOBE HH-
¢dopmanonHoii u OGubnMorpaduye-
CKOW KYJIBTYpPbl C IPUMEHEHHEM HH-
(opMaMOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJIOTU M C y4YEeTOM OCHOBHBIX
TpeOoBaHUI WHPOPMAIMOHHOW 0e3-
OIIaCHOCTH

Bnanets:

OCHOBHBIMH METOJaMH, CIIO-
cobamMu ¥ CpeCTBAMU II0JTY-
YeHHS U XpaHEHUs HH(pOpMa-
[IUU; CIIOCOOHOCTBIO pelaTh
CTaHJapTHBIE 3aJa4d Ipo-
(heccnoHanbHOU JEATEIHHO-
CTH, MCTOJAaMH 3allHUThl HH-
(hopMmary; METOAaMH, CIIO-
cobaMu U CpeJCTBaMU TOIY-
YCHHS U XpaHEHUs HH(pOpMa-
UK, 00paboOTKOW M ompese-
JICHHEM IIEHHOCTH HH(pOpMa-
UM C MPUMEHEHHEM KOMIIb-
10Tepa

OCHOBHBIMHM METO/IaMH, CIIOCO0aMH U
CPEe/ICTBaMH TOJYYEHHS M XPaHCHHUS
nH}popManum; crrocoOHOCTHIO peraTh
CTaHJapTHBIE 3ajaud  mpodeccro-
HAJILHOM JIESATEIbHOCTU, METOaMH 3a-
IUTH WHGOPMAIUU; METOJaMH, CIO-
cobaMM M CpeJICTBAMM TOJIyUYEHHS H
XpaHeHus: nHpopMalu, oOpaboTKOM
U ONpe/ieNieHHeM LICHHOCTH HHpopMa-
MM C IIPUMEHEHHEM KOMIIBIOTEPa;
METO/IaMH PEIIeHUs] CTAaHAAPTHBIX 3a-
Ja4d TpoecCHOHATIBLHOW JesaTeNbHO-
CTH Ha OCHOBE WH(OPMANMOHHOH W
6ubmorpaduueckoil KyJabTyphl; Me-
TOJaMH HMH(pOPMAIMOHHON Oe3omac-
HOCTH

OCHOBHBIMH METOJ[aMH, CIIOCO0aMH U
CpeICTBAaMHU TOJIyYeHHS U XPaHCHUS
TEXHUYeCKol wuH(popMarmm; crmocod-
HOCTBIO pelIaTh CTaHIAPTHbIC 3aJa4yn
npoeccuoHATbHON ~ JIeSITeIbHOCTH
NPOTrPaMMHUCTa; METOAaMH  3allUThI
HHPOPMALIUU, METOJAMHU, CIIOCOOaMU
W CPEJICTBAMH TIOJIyYCHUS U XPaHEHHUS
TEeXHU4eCKoil nHpopmannu, o6padot-
KOM M ompeJeliecHNeM IIEHHOCTH HH-
(dopManuu ¢ NpUMEHEHHEM KOMIIBIO-
Tepa; METOJAaMH pELIeHUs] CTaHIapT-
HBIX 33734 NpoQecCHOHANIBLHON Jes-
TEJILHOCTH HA OCHOBE MH(OpMAaIOH-
HOH u Oubimorpadguiyeckod Kyib-
Typbl; MeTojaMH HH(OPMALMOHHOM
0e301acCHOCTH

TIK-1 Cmoco0

HOCTbH paSpa6aTBIBaTI) MOACTIN KOMIIOHCHTOB I/IHq)OpMaLII/IOHHBIX CHCTEM

Jienn nHTepdeticon

CYECJIOBCK-OJICKTPOHHO-BBIYHCIIUTCIIbHAA

, BKJIFOYas MOJIeNIH 0a3 JaHHBIX M MO-

MalIruHa»

3HaTh:

CTPYKTYPbI U QJITOPUTMBI 00-
paboOTKU JaHHBIX

CTPYKTYpPHI M alTOPUTMBI 00pabOTKH
JAHHBIX; METOJBI 3aIUThl HHPOpMa-
Jingest

CTPYKTYpPBI B aJITOPUTMBEI 00paboTKH
JIAHHBIX TIPH MEPONPUSTHSIX IO 3a-
myTe MHQGOPMAITIH;, METOIBI 3aIHTHI
nndopmanuu




VYMeTh: -

HaBbIKAMU  UCIIOJIb30BAHMS
MHCTPYMCHTAJILHBIX CPEICTB
MOJCIIMPOBAHUS H IIPOBEPKU
CBOMCTB HWHTEP(EHCOB «de-
JIOBEK-3JIEKTPOHHO-BBIUHUC-
JMTEIbHAs MAIlHAY

Bmanets:

HaBBIKAMH MCIIOJIB30BAHUS WHCTPY-
MEHTAIBHBIX CPENICTB MOACIUPOBAHUS
U TIPOBEPKH CBOMCTB HMHTEP(EHCOB
«4EJIOBEK-IJIEKTPOHHO-BBIYHCIIUTEb-
Has MaIl{HA»

HaBBIKAMH HCIOJIb30BaHUS UHCTPY-
MEHTAIBHBIX CPEIICTB MOACIUPOBAHUS
U TIPOBEPKH CBOMCTB HMHTEP(EHCOB
«4EJIOBEK-3JICKTPOHHO-BHIYHCIIUTEIb-
Has MallMHa» JJI IPOBEICHHS Mepo-
NPUATHH 110 3amuTe HHYOPMaUH

4.3 IIpumepHasi TeMAaTHKa KOHTPOJIbHBIX padoT (1s odyyarommxcs 3P0)
He npenycmoTpensl paboynM yuyeOHbBIM ITAHOM.

4.4 IlpumepHasi TemaTuKa pedepaToB
He npenycmoTpeHns! pabourM y4yeOHBIM IITaHOM.

4.5 IlpumepHasi TeMATHKA KYPCOBbIX POEKTOB

1. MonuTopuHr 0e30mMacHOCTH pacnpeneneHHoi 6a3sl JanHbix C++ Builder 6.0

2. Cosnanne Keygen mis 3ds Max 8

3. Cozpmanue npocTeiiiell mporpaMMbl — BUpyca

4. Hacrpoiika 6e3omacHoctu Windows

5. Pa3pabotka nporpammsl 3amuTel 006eKTOB B Windows

6. PazpaboTka MoJeny MOJUTUKU OE30MACHOCTH U IPUMEHEHUE €€ B OTIEPAlMOHHON cucTeMe
Windows

7. Pa3pabotka nmporpaMMbl reHepaTopa nmoabdopa maposnei B cpeae Delphi 6.0
8. PaszpaboTka MoJienu 3aIuThl JOKAJIEHON ceTH
9. Pa3paboTka MoieiIH yIIpaBJICHUS JIOCTYIIOM K JIOKQJIbHOW CETH

10.
11.
Husa C++

Pazpabotka mporpamMmsl reHepaTopa napoeit
IIpoexTrpoBaHue NporpaMmsl - kpunrtorpada st TEKCTOBBIX (hailyIoB Ha A3bIKE IPOIPaMMHPOBa-

12. Pa3paboTka mporpaMMHOT0 0OecreueHus yIpaBieHHs IPaB JOCTyIa K 00beKTaM CHUCTEMBbI

Windows

13. Pazpabotka Mozenu 3auThl HHGOpMAaLKUU B onepaoHHoi cucreme Windows
14. Pa3zpaboTka ¥ MpUMEHEHHE MOJIEH 3aIIUThI MH(POPMALIMK ¢ TOMOIIbIO METOAA U POBAHUS C

OTKPBITBIM KIIFOYOM

15. Pa3zpaboTka nporpaMmmbl MOHUTOPHHTA CETEBBIX MOAKIIOUEHUHN B CpeJie MPOrpaMMHUpPOBaHUs

Delphi 6.0

16. Pa3paboTka mporpaMMHOT0 00eCIeYeHHs TSl 3aIIUTHI OT HECAHKIITHOHUPOBAHHOTO JIOCTYTIA K MH-

bopmanun
17. Co3pnaHue nporpaMMbI-B3JIOMIINKA

18. Pazpabotka mporpamMmsbl MOJIy4eHHs] CHCTEMHOM HH(popMauy 00 3JeMEHTaX yIpaBIeHHs

Windows ¢ BO3MOKHOCTBIO UX 3aIIUTHI

19. Cosmanue koMnploTepHOTO BUpyca Win.exe
20. Pa3paboTka nmporpaMMbl aBTOMaTH3MPOBAHHOTO aHAIIN3a PE3YJIETATOB ONMPOCHOTO METO/Ia OIIEHKH
nokasareseit ooecriedeHusi HHPOPMAIIMOHHOW 0€30MaCHOCTH IeATEIHbHOCTH OPraHu3allud, TTOTy4YeH-
HBIX METOJI0OM cOopa nH(pOpPMAIIUK aHKET (OIpoca).
21. TlocTpoeHue THIOBOM MOJIENN yTrpo3 0€30MaCHOCTH MHPOPMAITUN KPETUTHONU OpraHU3aI|H.
22. Pa3paboTKa aJlropuT™Ma M MPOrPaMMHOTO 00ECTICUeHUST MAaCKUPOBAHUS TaHHBIX, UCCIICIOBAaHHUE
BOIIPOCOB CTOMKOCTH K YaCTOTHOMY aHAIIU3y
23. Pa3paboTka KOMIUIeKCa PKUMHBIX MEPOIIPUATHH IO COXPaHHOCTH KOH(DUICHITMATEHOW HHDOP-

Mallu¥ Ha IPUMEPE ...

24. Pa3paboTka KOMIUIEKCHOM 3alIiThl HHYOpMAIHA (HUPMEI
25. Pa3paboTka KOMIUIEKCHOM CHCTEMBI 3aLIUThl KOMMEpUYeCKOH HHPOPMALIUH.
26. Pa3paboTka KOPIIOPAaTUBHON CETH aBHANIPEIPUATHS C TTOIKIFOYEHUEM YIaTCHHBIX (HITHAIIOB I10

kaHaiaM VPN

27. Pa3paboTka Mep 1o TEeXHHYECKOH 3anuTe KOHGUICHIINATEHOW HH()OPMAIIY B OpTaHH3AIHH. ..




28. Pa3paboTka nmoJmMTHKU 0€301MacHOCTH ...

29. Pa3zpabotka nmonuTuku nHGOPMAITMOHHOM 0€30MMacHOCTH.

30. Pa3paboTka npenioKeHuit o CO3JaHUI0 CUCTEMBbI 3alIUTH HH()OPMAIMH B JTOKAIbHON BHIYHCIIH-
TEJIbHOM CETH ...

31. Pa3paboTka npoekTa Mo CO3JaHHIO 3aLIUIIEHHON KOPIIOPATUBHON CETH C MPUMEHEHUEM TEXHOJIO-
ruii VPN

32. Pa3paboTka CUCTEeMBI 3aIIUTH HHPOPMAIIMH IPEAIPUATHS HA IPHUMEPE ...

33. Pa3paboTka cucTembl 3auThl KOH(PHUICHIIMATBHON HHPOPMAIIMH B TIPOIIECCHHTOBON KOMITAHUH
34. Pa3paboTka cuCTeMBbI 3aIIUTHl IEPCOHAIBHBIX TaHHBIX B IPEANPHUATHH. ..

35. Pa3zpabotka cuctembl HHGOPMAITMOHHONW 0€301TaCHOCTH OaHKa

36. Pa3paboTka cUCTEeMBI YIIpaBJICHUS KaIpOBO 0E30MaCHOCTHIO OPTaHU3AIUN

37. Pa3zpaboTka cpeAcTB 3amuThl HHGOPMAIMH HA PEAIPHUATHH ...

38. Pa3paboTka TUIIOBOTO MPOEKTA 3aIIUTHI JOKAJIHHON BEIYUCIUTEIBHON CETH MPEIIPUATHS

39. CoznmaHue IpUIIOKESHUS ISl 3aIIUTHl CHCTEMBI OT YIpo3 3apaxkeHus: Bupycamu ¢ USB-HocuTenei
40. Pa3pabotka 670Ka 3aIUThl HHGOPMAIIMY KaHAJIOB YIIPABJICHUS aBTOMATU3HPOBAHHOM CUCTEMBI
CITyTHHKOBOH CBSI3H

41. Pa3paboTKa MOAETHN CUCTEMBI YIPaBJICHUs HHPOPMALMOHHOW O€30MaCHOCTHIO B YCIIOBHSIX HE-
OIIPEICIICHHOCTH BO3JICHCTBUS

42. Pa3paboTka MOAETH MPOTUBOJICHCTBHS yrpo3aM 0€30MacHOCTH MepCOHAIa OPTaHU3aIH Ha TPH-
Mepe ...

43. TlocTpoeHre TUTIOBOH MOJIENH yTpo3 0€301macHOCTH HHPOPMAITUU KPESIUTHOW OpraHU3aIuH. ..

44. Pa3paboTka aJropuT™Ma M IPOrPaMMHOT0 00ECTICUCHHSI MACKUPOBAHUS TAHHBIX, HCCIICIOBAHNE
BOIIPOCOB CTOMKOCTH K YaCTOTHOMY aHAIIU3y

45. Pa3paboTka KOMIUICKCHOH 3alTuThl HHPOPMAIHH

46. Pa3paboTka KOMITJIEKCHON CHCTEMBI 3aIIUTHl KOMMEPUYECKOW HH(POpMAIIUH.

47. Pa3paboTka KOPIOPATUBHOM CETH aBUATIPEANIPHUATHS C TOAKIIOYCHUEM YIAICHHBIX (DUITHAJIOB IO
ka”Hasiam VPN

48. Pa3paboTka Mep 10 TEXHMYECKOH 3aIuTe KOH(UICHINAIbHOW HHPOPMALIUU B OPraHU3allUN. ..
49. Pa3paboTka mpeaioKeHHH 0 CO3/IaHII0 CHCTEMBI 3aIUTHl HHPOPMAIIMHU B JIOKAJTbHON BBIYHCIIH-
TEJIbHOU CETH

50. Pa3paboTka npoekTa Mo CO3JaHHIO 3alIUIIEHHONH KOPIIOPATUBHON CETH C MPUMEHEHHEM TEXHOJIO-
ruii VPN

4.6 Bonpocsl K 3a4eTy
1. CrangapTHble 3aauu Tpo(eCCUOHATBLHON AESITEbHOCTH HAa OCHOBE MH(OPMallMOHHON U OMbIno-
rpaduuecKoi KylIbTyphl ¢ IpUMEHEHHEM MH(POPMALTMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH U C yue-
TOM OCHOBHBIX TpeOOBaHU HH(POPMALIMOHHOMN 0€3011acCHOCTH
2. Mopeny KOMIIOHEHTOB HH(OPMAIIMOHHBIX CUCTEM, BKJIIOUas MOJieNu 0a3 JTaHHBIX U MOJIENTd HHTEP-
(elicoB «4e0BEK-3JIEKTPOHHO-BBIUNCIUTEIbHAS MAILIHAY
3. Wcrounuku, pucku U (opMbl aTak Ha HH(POPMAIUIO
4. Tlonstue nH(pOpMaTMOHHOM 6€30MaCHOCTH. BaKHOCTB M CIIOKHOCTH TTPOOIEeMBbI HH(OPMAITHOHHOM
0€30MaCHOCTH.
5. Undpopmanmonnast 0ezonacHocTh. 3akoH PO «O6 yyacTuu B MEXAYHApOJHOM HH(OPMALIMOHHOM
oOMeHe». 3anmTa HHPOpMaLUK.
6. TpakToBKa mpoOseM, CBSI3aHHBIX ¢ HHPOpMaIMOHHOM Oe30macHOCThI0. KoHpuaeHnapHoCTh. VH-
¢dopmanronnas 6e3onacHocTb. JlokTpuHa nHdopMaironHoi 6e3onacHoctu Poccuiickoit deneparum.
7. 3amuTa OT HECAaHKI[MOHUPOBAHHOT'O 10CTYMa K HH(OPMallMOHHBIM pecypcaM. BHerHue aTaku.
8. Onucanue u NpUMEHEHUE JIepeBbeB aTak. JlepeBbs aTtak. Y3el Jepesa.
9. BapuaHThI peanu3aiyy aTtak. 3ajada OleHKH CII0XKHOCTH. BapuaHThI aTak.
10. Pa3pabotka 6MOAMOTEK M MIa0JIOHOB aTak, pa3paboTKa KOHTPMED.
11. TlpumeHeHue AePEBHEB aTaK IS aHAIM3A TOTCHIIMAIBHBIX MTPo0eM (GyHKIIMOHUPOBAHUS pa3pada-
THIBAEMBIX U MOUCKA MYyTEH pa3perieHns npoodaeM. AKTUBBL
12. Pazpabotka koHTpMep. 3akpbiTHEe BapraHnTa aTaku KOHTPMEPOH.



13. IIpumepsl KOHTpMEp: MH(PpPOBaHKE, peaTu3alisl CIIUCKOB pa3rpaHUUYCHHs AOCTYIa, UCIOIb30Ba-
Hue npotokosioB SSL, IPSec u T.4.

14. TunuuHble aTakd Ui MHOXKECTBA MPOrpaMMHBIX NMpoaykToB. [Ipumep nepesa ataxu. 111aGnoHbI
arak, OMOJIMOTEKH aTaK.

15. Ia6mon «Fault Tree Analysis Shapes». Co3nanue nepeBbeB atak B cpeae Microsoft Visio 2003.
16. ITporpammuoe cpenctBo FreeMind. [Iporpammuoe cpenctso Freemind.

17. Onwucanue npodeccuoHATBHOTO KOMMEPYECKOT0 MaKeTa JJisi pa3paboTKH 1epeBbeB aTak Amenaza
SecurlTree. CoiicTBa, pyHKINH, pacy€T XapakTepucTuk. OCHOBHBIC ITpeuMyIiecTBa Meroaa. OCHOB-
HbI€ OTPaHUYEHUS, CBA3AHHBIE C IPUMEHEHUEM JIEPEBbEB ATaK.

18. O630p crangapros u cnennpukanuii. OneHounsle ctanapThl. OCHOBHOE Ha3HAUEHUE JTOBEPEHHOMN
BBIUYHCIIUTENBHOMN 0a3bl.

19. Bepuduuupyemocts. [IponsBosibHOE yIIpaBieHHE JOCTYIIOM.

20. be3omacHOCTh MOBTOPHOTIO HCIIOJIB30BaHMS 00BEKTOB. COBpEeMEHHBIN OOBEKTHO-OPUEHTUPOBAH-
HbIl noaxo. IlpunyaurensHoe (WM MaHJaTHOE) yrpasieHHe A0CTynoM. CyOBbeKT.

21. OObIuHBIHM cr1oco0 HACHTU(UKAIMN. AHAIN3 PETUCTpallMOHHON nHpopManuu. OnepanvoHHas ra-
PaHTUPOBAHHOCTb.

22. TexHomorudeckas rTapanTUpoBaHHOCTb. lllecTs kiaccoB OezonacHocTr. OnrcaHue KIaccoB.

23. NndopmannoHHas 6e301MacHOCTb pacnpeieleHHbIX cucteM. CeTeBble CepBUCH O€30IaCHOCTH.

24. MexaHu3Mbl 0e30macHOCTH 0a3 JaHHBIX W TOCTPOSHHUE 3aAIIUTHI MOJeNieH HHTep(EiCOB B «4eIlo-
BEK-3JIEKTPOHHO-BBIYMCIUTEIbHAS] MAIIIMHAX )

25. Pexomenmanuu X.800. Ayrentudukanus. YmpaieHue noctynoM. KoH(pUIECHIMATEHOCTD JTaH-
HbIX. LlenocTHocTh nanubix. HeoTkazyeMocTs.

26. Kon¢puaeHmansHOCTh BHE coeqUHEHUs. M30uparenbHas KoHGUASHIHATBHOCTh. KoHpumeHm-
anpHOCTh Tpaduka. LlerocTHOCTH ¢ BoccTaHoBIeHHEM. LlenocTHocTh Ge3 BoccTaHoBieHUs. M30upa-
TeJbHAasl 1IEJIOCTHOCTb.

27. UenoctHocTth BHEe coenuHeHus. Heorkasyemocts. Pacnpenenenue QyHKuuii 6e30MacHOCTH IO
YPOBHSIM ATAJIOHHON ceMuypoBHEBOU Mojenu OSI.

28. CereBble MEXaHM3Mbl 0€30MAaCHOCTH. AJMHUHUCTPUpPOBaHHUE cpelncTB Oe3omacHocTH. Kpurepun
OLIEHKH 0€30IacHOCTH MH(QOPMAIMOHHBIX TeXHOJIOTHNH. DYHKIIMOHAIbHBIE TpeOOBaHUs JOBEpHUs 0e3-
OIaCHOCTH

29. CereBble MEXaHHM3MBl 0€30MMAaCHOCTH. AJMHUHUCTPHPOBAHHE CpelncTB Oe3omacHocTH. Kpurepuu
OLIEHKH 0€3011aCHOCTH MH(POPMALIMOHHBIX TEXHOJIOTUH.

30. ®dynkumoHanmbHBIE TpeOoBaHUS AoBepus OezomacHocTu. ludpoBanue. DnexTporHas nudposas
noJnuCh. MeXaHU3Mbl YIIPABICHUS JOCTYIIOM.

31. Kpunrorpaduueckoe npeodpazoBanue nHpopmarmn. Kpatkuit 0030p 1 Kiaccupukaus METOIOB
mmdpoBanus HHGOPMAIUH

32. Kpatxkwuii 0030p 1 k1accupukas METo0B mudpoBaHus HHPopManuu. 3anuTa HHGpOpMaIui Me-
TOJIOM KpHUNTOrpaduueckoro npeoOpa3oBaHus. Y IpaBieHHe NPoLeccoM MU(POBaHUs.

33. OcHoBHEBIE TpeOOBaHMUS, TPEIBSIBIIIEMbIE K METOJIaM 3aIIUTHOTO Mpeodpa3oBanus. CHMMETpUYIHbIE
U accuMeTpuuHble cucteMsbl mudposanus. Lupposeie nognucu (DnekTpoHHble noanucu). Mudpa-
CTPYKTYypa OTKPBIThIX Kimtouel. Kpunrorpaguyeckue npoToKobl.

34. Metozpl epecTaHOBKH, 3aMEHbI (IIOJICTAHOBKH). ATUTUBHBIE MeTo/1bl. KOMOMHUpPOBaHHBIN Me-
Toa. BriOop MeTona mpeodbpazoBaHusi. AITOPUTMBI H(PPOBAHUS.

35. MeTtozpl mepecTaHOBKH U MOJCTAHOBKU. AJIUTUBHBIE MeTO 1bl. KOMOMHMPOBAaHHBIH METO/.

36. Bribop MeToma mpeoOpazoBanus. Anroput™Mel mudposanus. CyTh METOIOB MiepecTaHoBKH. [lepe-
CTaHOBKH B KJIACCUUECKOW KPUMNTOTpa(uH.

37. Mertoap! muppoBaHUs 3aMeHOU (ITOACTaHOBKOK). [IpsiMast 3aMeHa MCXOHBIX CHMBOJIOB MIX 3KBH-
BaJIEHTOM U3 BEKTOPA 3aMEH.

38. AnmutusHble MeTo bl [IIndpoBanme myTeM ClI0KEeHUsT CHMBOJIOB. ['amMma.

39. KomOuHupoBauHbIit MeTo . ICTOUYHUKH, PUCKH U (OPMBI aTak Ha UH()OPMAIIHIO

40. TIpow3BOJIBHOE yIpaBICHUE TOCTYIIOM. be30MmacHOCTh MOBTOPHOTO UCIIOIB30BAHUS OOHEKTOB.

41. CoBpeMeHHBIH 00BEKTHO-OPUEHTHPOBAHHBINA MOIXOI.

42. TlpunyautenbHOe (MM MaHIATHOE) yripaBiieHHe Jo0cTynoM. CyOBeKT.



43. OObIYHBIN cIOCO0 MACHTH(UKAIUH.

44, AnHanu3 perucTparmoHHON WH(OpMaIUu.

45. OmnepanuoHHas rapaHTUPOBAHHOCTh. TeXHOIOTUYECKasi TapaHTUPOBAHHOCTbD.

46. Hlects k1accoB 6e3omacHocTH. OnucaHue KIaccoB.

47. MudopmarnonHast 6€30MacHOCTh PaCPEICICHHBIX CHCTEM.

48. CeteBble CepBHUCH O€30MTACHOCTH

49. Pexomenpanuu X.800. AyreHtudukanus. YpaBieHue JOCTYIIOM.

50. KonduaenunanbHocTh AaHHbIX. LlenocTHOCTh AanHbIX. HeoTkazyemMocTs.

51. KonduaeHnuaibHOCTh BHE coequHeHws. M30uparenbHas KOHOUACHIINATLHOCTb.

52. llenocTHOCTH ¢ BoccTaHOBIeHUEM. LlenocTHOCTh 0e3 BOCCTaHOBIEHHUS.

53. UzbuparenbHas 1eaocTHOCTb. LlenoctHocTh BHE coenuHenus. HeoTkazyeMocTs.

54. Pacnpenenenue GyHKIMNA 0€30MMaCHOCTH IO YPOBHAM ITAIOHHON cemMuypoBHeBoi Mozemn OSI.
55. Mexanu3Mbl 60e30macHOCTH 0a3 JAHHBIX W MOCTPOSHUE 3AIIUTHI MOJIEIeH HHTEP(EHCOB B «Uelo-
BEK-3JICKTPOHHO-BBIYMCITUTENIbHAS MAIIIMHAX

56. CereBble MEXaHU3MBI OE30MTACHOCTH.

57. AIMUHHUCTPUPOBAHHUE CPEICTB OE30MACHOCTH.

58. Kputepun onenku 6e30macHOCTH WH()OPMAITMOHHBIX TEXHOJIOTHH.

59. dynkuuoHanbHbIe TpeboBaHus AoBepus b6e3omnacHoctu. ludposanue.

60. DnextpoHHAas MUPPOBast MOANUCH. MeXaHU3MBI YIIPABICHUS TOCTYIIOM.

4.7 Bonpochl K 3K3aMeHy

1. CranpaptHble 3aauu NpoecCUOHATBHON AEATENbHOCTH Ha OCHOBE MH(OpManMoHHONW u 6uO-
TrorpaduUecKoi KyJIbTyphl C MPUMEHEHHEM UH(POPMAMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUN H C
YYETOM OCHOBHBIX TpeOOBaHHH HH(POPMALIMOHHOM 6€301M1acHOCTH

2. Mopenu KOMIOHEHTOB HH(POPMALMOHHBIX CUCTEM, BKJIIOYasi MOJIeH 0a3 JaHHBIX U MOJICNIN WH-
TepdelcoB «uenoBeK-3J1eKTPOHHO-BBIYUCIUTEIbHAS MAILIMHAY

3. VYrpo3ssl 6e3omacuoctr b/I: o6mue u crierudpudeckue. TpedoBanus 6e3omacHoctu b/I.

4. 3amuTa oT HecaHkMoHMpoBaHHOTO Aoctyna (HC/I). 3amura oT BeIBOJA.

5. HenoctHocts B/I. Aynut. 3agauu u cpeacTBa afMUHUCTpaTopa Oe3onacHocTy 0a3 JaHHbIX. MHO-
rOypOBHEBas 3alllMTA.

6. MexaHu3MBbI 6€30MACHOCTH 0a3 JaHHBIX M MOCTPOSHHE 3aLIUTHI MOIeTIei HHTep(EHCOB B «4elo-
BEK-3JIEKTPOHHO-BBIYMCIUTENbHAS ManHax» B CYB/]

7. Knaccuduxanus moneneit. OcobeHHocTH npumeHeHust mojeneit 6esonacuoctu B CYB/I. Mexa-
HU3MBI obecrieueHus nenoctHoctd CYBJl. MetananHble U ciioBapb JaHHBIX. [locTyn K clioBapo J1aH-
HBIX.

8. TpaH3akuuu Kak CpeACTBO U30JIMPOBAHHOCTH Mosb3oBaTenel. [IpaBuia cormacoBanust OI0KHUpO-
BOK. TYNMKOBBIE CUTYAIINH, UX PACMIO3HABaHUE U pa3pymeHne. CriocoOb! MoaepKaHus CChIIIOYHOH I1e-
JOCTHOCTH. MeXaHu3Mbl IpaBWiI U COOBITHI. MexaHu3mbl oOecredeHus KOH(HUIAESHIHMAIbHOCTH B
CVYB/.

9. IIpuuuHbI, BUJIBI, OCHOBHBIE METO/Ibl HApYIIEHUS KOH(pUIeHIIMANbHOCTHU. [lonydyeHne HecaHKIu-
OHHPOBAHHOTO JIOCTYTA K KOHPHUACHIINATFHON HH(POPMAIIMHA ITyTeM JIOTHIECKHUX BBIBOJIOB. MeTO B! 3a-
IIUTHI HH(POPMALIHH.

10. OcobeHHOCTH TPUMEHEHHUST KPUIITOTPa(QUIECKIX METO/IOB.

11. CpenctBa uneHTUGUKALNN U AyTEHTHPUKAIUH.

12. CpencTBa yrpaBieHUs JOCTYIIOM. AYIUT U MTOJOTYETHOCTb.

13. AnroputMmel 6€30M1aCHOCTH B KOMIIBIOTEPHBIX CETIX

14. Mexceresble 3kpanbl. [IpoexktupoBanue M. CHudpdepsl. DKCIIOUTHI.

15. Araku Ha cepBepa.

16. Araku Ha paboune CTAHIINU.

17. Araka Tuna «oTka3 B o0ciyxuBanumn». [IpoTokonanpoBanue.

18. CereBble 3alIHIIEHHBIC TTPOTOKOJIBI.

19. Meronb! naeHTU(UKAMK U TIPOBEPKU TOVIMHHOCTH MOJIB30BaTeIe KOMIBIOTEPHBIX CUCTEM



20. OcHOBHBIE MOHATHS M KOHIENIUHU. MneHTrduKanus 1 MexaHu3Mbl TOATBEPKACHUS MTOITHHHO-
CTH TI0JIb30BATEIII.

21. B3auMHas mpoBepKa MOATUHHOCTH MOJIB30BATEIIS.

22. TTpoTokobl HaAeHTU(DUKAIIMY C HYJIEBON NIepenadeii SHaHH.

23. VYnpouieHHas cxeMa HIeHTH(PUKALNU C HyJeBOH Iepeaadeil 3SHaHui.

24. CnocoObl ¥ cpeAcTBa 3allUThl HHOOPMALIUK OT YTEUKH 110 TEXHUYECKUM KaHajlaM

25. OcCHOBHBIE KOHIIENTYaJIbHBIE MTOJIOKEHHUS TEXHUUECKOM 3amuThl nHGopMmarun. Lenn u 3agaun 3a-
HIUTH HHPOPMAIUH.

26. Pecypcel, BblAEnsieMbl Ha 3amuTy MHGopMauuu. [IpuHIMIEI 3amUTel UHPOPMALUU TEXHHYE-
CKHMHU CPEJICTBAMHU.

27. OCHOBHBIE HaNpaBJICHUS HHKCHEPHO-TEXHUUECKOW 3alUThI UH (GOpPMAaLIUH.

28. MeTtonbl U cpeacTBa KOHTPOJII YPPEKTUBHOCTH TEXHUYESCKOH 3alTUThl HHPOpMaIUu

29. Bugasl KoHTpOIIsI 3 (HEKTUBHOCTH HHKEHEPHO-TEXHHUECKON 3alIUTHI HH(POPMALIUH.

30. Buasl 301 koHTposia. TpeboBanus no 3amure HHPOPMAIHK OT YTEUKH 110 TEXHUUECKUM KaHalaM.
Bupl TEXHU4ECKOTO KOHTPOJISL.

31. 3amuTa KOMIBIOTEPHBIX CETEH OT yJaJIEHHBIX aTaK

32. Metoapl cpeicTBa OrpaHHUEHHS JOCTYIA K KOMITOHEHTaM CETH.

33. Metoabl U cpeAcTBa MPUBSI3KU MPOTPAMMHOI0 O0ECIIeUeHUs K anmnapaTHOMY OKPYXEHUIO K (u-
3MYECKHM HOCHUTENSIM. METO/IbI ¥ CPENICTBA XPaHEHHsI KIIFOYEBON HH(DOpMAITHIH.

34. 3amuTa IporpaMM OT U3YyYEHUS; 3a1UTa OT pa3pyLIaAoLINX IPOrpaMMHBIX BO3/IEHCTBHIA; 3auTa
OT U3MEHEHUH B KOHTPOJIb IEJIOCTHOCTH.

35. Meroabl 3alUTHl IPOrPaMM OT M3YyUEHHUS U Pa3pyIIAIOIIUX MPOrpaMMHBIX BO3JCHCTBUI (Tpo-
IPaMMHBIX 33KJIQJIOK ¥ BUPYCOB)

36. Knaccudukanmsi crmocoO00B 3amuThl. 3aIuTa OT 3aKJIAJI0K U JU3aCCeMOTUPOBAHMS.

37. CriocoOBI BCTpanBaHUs 3alIMUTHBIX MEXaHU3MOB B IporpaMMHOe obecriedeHue. [lonarue paspy-
IIAIOIIETO MPOTPAMMHOI0 BO3ICHCTBHSL.

38. Monenu B3auMoOeHCTBUS PUKIIAHONW IPOTPAMMBI X IPOTPAMMHOM 3aKJIA/IKH.

39. Metozpl nepexBaTta U HaBsI3bIBaHUS UHPOPMALIUH.

40. MeTozpl BHEIPEHUS IPOTPAMMHBIX 3aKJIJI0K.

41. KomnbroTepHbIE BUPYChI Kak 0COOBIN KJIacc pa3pyLIalomUX IPOrpaMMHBIX BO3/1EHCTBHMA.

42. 3amuTa OT pa3pymaroIUX MPOrPaMMHBIX BO3ICHCTBUI.

43. TloHsATHE U30IMPOBAHHON MPOTPAMMHON CPEIBI.

44. KowmriuiekcHas 3amuTa mpolecca 00padoTku nH(pOpMaIuu B KOMITBIOTEPHBIX CUCTEMAX

45. TloctaHoBKa MpoOIEMbl KOMIUIEKCHOTO oOecredeHns HH(pOopMamoHHONH 0€301MacHOCTH aBTOMa-
THU3WPOBAaHHBIX CUCTEM; COCTaB KOMIIOHEHTOB KOMITJIEKCHOHN CHCTEMBI o0ecrieueH s WH(HOPMAITMOHHOMH
6e3omacnoctu (KCUDB).

46. OyHKIMOHATBHBIE U 00ECIIEYMBAIOIINE MOJCHUCTEMBI, TEXHOJIOTHS, YIPABICHNE; METOMOJOTHS
(dbopMHUpOBaHUS 3aj]ay 3AIUTHI: HHTETPALUs CPEICTB MH(POPMAIIMOHHON 0€30IaCHOCTH.

47. AnmapaTHas ocHOBa peanu3anuu 3anuThl Ha ypoBHe OC. CtaHmapThl MO OlLIEHKE ypoBHs 0€3-
omacHoct OC.

48. Buecenue (pyHKIIMOHATBHON ¥ HHOOPMAIIMOHHONW N30BITOYHOCTH pecypcoB Ha ypoHe OC.

49. CnocoObl 3aIUTHl OT HECAHKIIMOHUPOBAHHOTO UCIIOJIb30BAHUS OCTATOUHONW HHPOPMALIUH.

50. CrenuanbHble pEKUMBI 1 OCOOCHHOCTH MM(DPOBAHUS TaHHBIX B PEKUME PEaTHbHOTO BPEMEHH C
BO3MOKHOCTh MTHOBEHHOT'O YHUUTO)KEHUS TaHHBIX.

5. YAEBHO-METOANYECKOE U THO®OPMAIIMOHHOE OBECIIEYEHUE
JAUCHOUINIJIMHBI (MOAYJIS)
a) OCHOBHas JIMTEpaTypa:

1. Hukudopos C.H. 3anura nadpopmaruu [ IaeKTpoHHBIN pecypce] : yueoHoe mocooue / C.H. Hu-
kuopoB. — DnekTpoH. TekcToBble faHHble. — CII6. : Cankt-IleTepOyprckuit rocyaapcTBeHHBIH ap-
XUTEKTYpHO-CTpouTeNbHbI yHUBepcuTeT, DbC ACB, 2015. — 384 c. — 978-5-9227-0585-1. — Pe-
*uM octyna: http://www.iprbookshop.ru/74365.html.



http://www.iprbookshop.ru/74365.html

2. CarnmeeB K.M. ®u3nyeckrue OCHOBBI 3alIUTHI HHPOPMAIMK [ DJIEKTPOHHBIN pecypc] : yueOHOe
nocobue / K.M. Cargees, B.U. Ilerperko, A.®. Yunura. — DnekTpoH. TekcToBbie nanubie. — CII6. :
Wnrtepmenus, 2017. — 408 c¢. —  978-5-4383-0141-7. — Pexum  pgoctyna:
http://www.iprbookshop.ru/66804.html.

3. lllanbrun, B. ®. MHdopmanmonHas 0€30I1aCHOCTD M 3alllTa HHPOPMALMH [ DJICKTPOHHBINA pe-
cypc] / B. ®@. lllanbrun. — DieKTpoH. TeKcToBbIe qaHHbIe. — CapatoB : [IpodobpazoBanue, 2017. —
702 c. — 978-5-4488-0070-2. — Pexum nocryna: http://www.iprbookshop.ru/63594.htmi.

0) TONOJIHUTEIbHAS JTUTEPATYpa:

1. Bbyrakoa H.I'. Kpunrorpadguueckue MeTobl ¥ CpeACcTBa 3alIUThl HH(MOpMAuu [Iek-
TpOHHBIN pecypc] : yaeOHoe nmocodbue / H.I'. byrakosa, H.B. ®enopoB. — DIeKTpOH. TEKCTOBBIC J1aH-
uele. — CII6. : Hurepmemus, 2017. — 384 c. — 978-5-4383-0135-6. — Pexum poctyma:
http://www.iprbookshop.ru/66791.html.

2. Paroszun, 10. H. MHxeHepHO-TeXHUYECKas 3aniuTa HHGopMaIuu [ DJIeKTPOHHBIH pecypc]
: yuebHoe mocodue no Gu3NYECKUM OCHOBaM 00pa30BaHMsI TEXHUYECKUX KaHAJIOB YTeUKH HHGOpMauu
U 1O MPaKTUKyMy olleHKH ux omacHoctu / FO. H. Paro3un ; mox pen. T. C. KymakoBa. — DIeKTpoOH.
TekcToBble nanHbie. — CII6. : Uatepmenuns, 2018. — 168 ¢. — 978-5-4383-0161-5. — Pesxxum noctyma:
http://www.iprbookshop.ru/73641.html.

3. Kpakosckuii, FO. M. 3amuTa nndopmaiuu [ DIeKTpoHHBINH pecypce] : yueObHoe mocodue /
10. M. KpakoBckuii. — DJIEKTPOH. TEKCTOBbIC JaHHBIC. — PocToB-Ha-/lony : denunkc, 2016. — 349 c.
— 978-5-222-26911-4. — Pexum moctyna: http://www.iprbookshop.ru/59350.html.

B) MEpPEUYEHb DJICKTPOHHBIX OMOIMOTEUHBIX CHUCTEM, JEKTPOHHBIX 00pa30oBaTEIbHBIX PECYPCOB
(coBpeMeHHBIX MPOQecCUOHANBHBIX 0a3 JaHHBIX U UH(POPMAIIMOHHBIX CIIPABOYHBIX CUCTEM), TUIICH3U-
OHHOT'O IPOTPAMMHOTO 00ECIICUCHYSI:

JIEKTPOHHO-0HOJINOTEeYHAsl CHCTEMa
IPRBooks (http://www.iprbookshop.ru) | Jlorosop or 28.08.2017 Ne 3003/17
DJIeKTPOHHBbIE 00pa30BaTeIbHbIE PeCypPChl
(coBpemMeHHbIe MpodecCHOHATILHBIE 0a3bl JTAHHBIX)

Hanmonaneneiii OTKpeITEIM YHUBEpcH- | CBOOOAHBIN HOCTYI

ter «<MHTYUT» - intuit.ru
Hanmonanenas miatgopma otkpbiToro | CBOOOAHBIN AOCTYIT
obpasoBaHnus - openedu.ru
«Hayunas snexktponHas Oubnmoreka» | Jlorosop ot 03.12.2014 Ne 2743-12/2014K
(elibrary.ru)
CoBpemenHnas npodeccuonanpuas 6aza | Jlorosop ot 10.01.2014 Ne I'-1401/HUDVII
naHHbIX «["apaHT»
CoBpemenHas npogeccuonanpHas 6aza | Jlorosop ot 29.04.2019 Ne 130304/19
nanHbIx «KoHcynbTanT [Imoc»

3J'leKTp0HHI)Ie 06pa30BaTe.m)Hl,1e PECYPCHI (qu)opMaunomlme CMPaBOYHBIE CHCTEMBbI)
WNudopmannonnas cnpaBoyHas cucrema | Jlorosop ot 10.01.2014 Ne I'-1401/HUDVII
«["apaHT
WNudopmannonnas cnpaBoyHas cucrema | Jlorosop ot 29.04.2019 Ne 130304/19
«Koncynprant [1mroc»

O0HoBIsIEMOE JINIIEH3HOHHOE IPOTPaMMHOe of0ecneyeHne

Windows 10 Home Multi Language 64 | Cuet-aktypa ot 22.01.2018 Ne 41 HakmagHas OT
22.01.2018
Microsoft Office 2007 JloroBop Ha MOCTaBKY MPOrpaMMHOTO obecreue-
Hus ot 08.08.2007 Ne Py/I10924-2007
ITonmucka Azure Dev Tools for Teach- | [Tonnucka Ha mporpammHoe o0ecrieyenue «Azure
ing Dev Tools for Teaching», OrderNumber:
IM47068, nnentuduxarop noamucku: 40c0laa0-
€834-4329-9874-c4192210¢300, Customer Ne:
0005553788



http://www.iprbookshop.ru/66804.html
http://www.iprbookshop.ru/63594.html
http://www.iprbookshop.ru/66791.html
http://www.iprbookshop.ru/59350.html
http://www.iprbookshop.ru/

') METOIUYECKHE YKA3aHUS IS 00yUYaIOIIUXCS TT0 OCBOCHUIO TUCIUIUIMHBI (MOTYJIS):

1. MeTtoandeckne peKOMEH AU 110 OPTAHU3AIMHA CAMOCTOSTEIILHON PaboThl 00ydaroIuXCs
IIPH OJITOTOBKE K 3aHSTUSAM, IPOBOJUMBIM B UHTEPAKTUBHOM (hopMe 00yUeHHsI IO HAPaBICHUSIM MO/
rotoBku: 09.03.01 Mudopmaruka u BeraucautenbHas texuuka; 09.03.03 [Mpuknagnas nadopmaTtka,
37.03.01 Ilcuxomnorus, 38.03.01 Dxonomuka, 38.03.02 Menemxkment, 38.03.05 busnec-undopmaruka,
40.03.01 FOpucnpynennus, 09.04.01 Mudopmaruka u Beraucnutenpaas Texauka; 09.04.03 [Mpuxas-
Hasg uHpopmaruka, 37.04.01 Ilcuxomorus, 38.04.01 Dxonomuka, 38.04.02 Menemxment, 40.04.01
KOpucnpynennust / ABtops coct.: 1.H. Menbmmkosa, E.H. ITaBnenko, JI.C. Ps6uenko, H.B. ConoBs-
eBa, N.C. XepoBunuyk. — Hesunnomeicck: HUDVII, 2018.

2. MeToauveckre peKOMEHIAIUN TI0 OPTaHU3aI[MH CAMOCTOSTEIBHON PabOThl 00YyJaArOIINXCS
BO BHeyueOHOe BpeMs 1o HamparieHusM moarotoBku: 09.03.01 Mudopmaruka U BeraucnurenpHas
Texnmuka; 09.03.03 Ipuknanuas Uupopmaruka, 37.03.01 Icuxonorus, 38.03.01 Dxonomuka, 38.03.02
Menemxment, 38.03.05 busnec-Uudopmaruka, 40.03.01 FOpucnpyaenmus, 09.04.01 Uudopmaruka 1
Beruncnurensnas Texnuka; 09.04.03 IMpuxnamnas Wudopmaruka, 37.04.01 Icuxonorus, 38.04.01
OxoHnomuka, 38.04.02 Menemxment, 40.04.01 FOpucnpynenuus / Asropst Coct.: .H. MenbiukoBa,
E.H. [TaBnenko, [1.C. Ps6uenko, H.B. ConosseBa, E.1. ByprsinoBa — Hesuanombicck: HUDVII, 2018.

3. Metoaundeckoe nocodue i BHIIOTHEHHS KypCOBOTO MPOEKTa MO TUCIUILIMHE 3aluTa UH-
(dbopmanmy B aBTOMaTU3MPOBAHHBIX cHCTeMax Jisl OakanaBpoB Hanpasienus 09.03.01 Muadopmaruka
U BbIUMCIHUTENbHAS TexHuka / ABrop-coct.: E.H. I1aBnenko. - HeBunnomeicck: HUDVTII, 2018. - c. 37

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUITJIMHBI (MOIYJIA)

MaTepI/IaJILHO-TCXHI/IquKaH 683&, HCO6XOI[I/IM3.$I AJIsE OCYHICCTBIICHUSA O6paSOBaTCJ'IbHOFO IIpo-
necca 1o AMCHUIIIINHE «3au11/1Ta I/IH(l)OpMaIII/II/I B aBTOMATHU3UPOBAHHBIX CUCTEMAX>» BKIIIOYACT B cebs:

HanmMenoBanue crnienuagbHBIX ITOMEIIEHUI U I10-
MEIIEHUH Il CAMOCTOSTEIHHON paboThHI

OCHAIIEHHOCTb CTICIMATBHBIX IOMEIIEHUH 1 TIOMEIIEHUH IS CaMO-
CTOSITENbHON paboThI

«AynuTOpHs U TIPOBEICHIS 3aHATHHA JCKIIHOH-
HOTO THTIA, JUIS 3aHATHA CEMUHAPCKOTO TUTIA, JUIS
TPYNIIOBBIX W WHAWBUAYAIBHBIX KOHCYIBTAIUH,
JUTSL TEKYIETO KOHTPOJIS U IPOMEXKYTOYHOH aTTe-
CTaLAN»

Cron mpernogaBatelisi, CTyJl HpernojaBarelisi, JOCKa ydeHHYecKas,
KOMIUICKT CIELHAIN3UPOBAHHON yueOHOH Mebenu (ydyeHHYecKue
CTOJIBI U CTYJIbST), THQOPMALIMOHHBIE CTEHIBI, CTEJUIAXKH, KOMIUICKT
TEXHUYECKHUX CPEICTB 00ydeHus (HOYTOYK ¢ JOCTYIOM K HH(pOpMa-
[MOHHO-KOMMYHHKAIIMOHHOW ceTH VIHTepHeT M DJIeKTPOHHOH HH-
(hopManmoOHHO-00Pa30BATENHLHON CpPE/ie OpraHU3aIuH, TEIIEBU3UOH-
Hasi CUCTEMA)

«JlabopaTopus CHCTEMHOTO IPOrPaMMHMPOBAHUS.
ITonuron y4eOHBIX 06a3 MpaKkTUK. AyAUTOPHS I
MIPOBEICHUS 3aHATHH JIGKIIMOHHOTO THIIA, IS 3a-
HATUH CEMHHApPCKOTO TUMA, JJIsl TPYIIIOBBIX U HH-
JUBHAYaIbHBIX KOHCYJIBTALMH, U TEKYIIEro
KOHTPOJISL U ITPOMEXYTOUHOH aTTeCTallH, U UTO-
TOBOM aTTECTAINH, U CAMOCTOSITEIILHOM paboThI,
JUIL KypCOBOTO HPOEKTHPOBAHMS (BBIIIOJIHEHHUS
KYpPCOBBIX padoT)»

Cron mpemnoaaBatens, CTyJ MPENoJaBaTelis, TOCKa YYSHHUYECKas,
KOMIUIEKT CIeNUaIn3UpOBaHHON yueOHONW Mebenu (y4eHHYEeCKue
CTOJIBI U CTYJIbS, KOMIIBIOTEPHBIE YUEHUIECKHE CTOJIBI, KPecia), Ch-
creMHbIH 6110k (10 mT.), MoHMTOP (10 mIT.), KMaBHaTypa (10 mrT.),
KoMImbloTepHast MbIb (10 1mT.), ceTeBoit MapmpyTHU3aTop, HHPOP-
MAaIMOHHEIHA cTeH, ceiid. ObecmedeH noctym k cetn «MHTepHET» H
B 3JICKTPOHHYIO MH(POPMAIMOHHYI0 00pa30BaTelIbHYIO Cpeay opra-
HHU3aLMHU

«JlabopaTopuss HHPOPMAIIMOHHBIX TEXHOJOTHHA H
MPOrpaMMUPOBAHUS. AyITUTOPUS ISl IPOBENCHUS
3aHATHH JICKIIMOHHOT'O THUIIA, JJIS 3aHATHU CEMH-
HApCKOTO THUTIA, JJIsl TPYITIOBBIX M WHIANBUIYab-
HbIX KOHCYJbTAIlUM, JJISl TEKYIIEro KOHTPOJIS U
MPOMEXKYTOYHOM aTTECTallMHU, JJII CAMOCTOSITEIIb-
HOW paboThI, AJIT KypCOBOTO MPOEKTUPOBAHUS
(BBITIOTTHEHUS KyPCOBBIX paboT)»

Cron mpemnojaBaTens, CTyJl NpeNojaaBaTels, AOCKa ydyeHHUEcKas,
KOMIUIEKT CHELHalM3UpOBaHHONW yueOHOW Mebenn (ydeHHUUEcKHe
CTOJIBI M CTYJIbSI, KOMIIBIOTEPHBIC YICHUYECKHE CTOJbI, Kpecia), CH-
CcTeMHBIH 610K (8 mIT.), MOHHTOD (8 1IT.), KITaBHaTypa (8 mrT.), KOM-
MBIOTepHAst MBI (8 IIT.), CeTeBOH MapIIPyTHU3aTOP, 3BYKOBBIE KO-
JoHKH (1 mT.), CTeH ¢ KOMIDIEKTYIOIIUMH MEPCOHATBHBIX KOMITBIO-
TEpoB, IpuHTEP, IKad opucHsi. ObGecnedeH nocTymn K cetn MHTep-
HET U B YJIEKTPOHHYIO MH()OPMALMOHHYI0 00pa30BaTEIbHYIO CPELY
OpraHu3aluu

«AyHI/ITOpI/Iﬂ JJIsL IPpOBEICHU S 3aHATHI JICKIIMOH-
HOTO THUIIa, OJId 3aHATHI CEMHHAPCKOIro Tvma, 1Jisd
TPpYyHNIoOBbIX W HWHAWBUAYAJIbHBIX KOHCyJ’ILTaHHﬁ,
JJIA TEKYLIETO KOHTPOJIA U HpOMGX(yTOqHOﬁ aTTe-
cTanmuun»

Cron mpernofaBatens, CTyJ ITperojaBaTess, JIOCKa ydeHHYEecKas,
KOMIUIEKT CHELHalM3UpPOBaHHONW ydeOHOW Mebenn (ydeHHUEcKHe
CTOJIBI M CTYJIbsl), MHTEPAKTHUBHAS JJOCKA, KOMIUIEKT TEXHHYECKUX
cpeacTB 00ydeHus (IPOEKTOp, HOYTOYK C IOCTYIOM K MH(pOPMaIy-
OHHO-KOMMYHHKAIIHOHHOH ceTH VIHTepHeT U 3JIeKTPOHHOM MH(pOP-
MaIIOHHO-00pa30BaTeJIbHOM Cpelie OpraHu3allid, KOJOHKH JUIs




BOCIIPOU3BEJICHUS 3BYKA), CTEJUIAX OQUCHBIHN I y4eOHO-METOIH-
YECKMX MAaTepPHajoB, HAYYHON M MOHOTPaGHYCCKON JIUTEPATYpHI,
WHPOPMAITMOHHBIA CTEH]

«[TomemeHne A7 cCaMOCTOSITEIHHON PabOTHI»

Kommnext crnennann3upoBaHHOH ydeOHOW Mebenw (ydeHHUYECKHE
CTOJIBI ¥ CTYJIbS, KOMITBIOTCpHBIE YUCHUYECKUE CTOJBI, Kpecia), CH-
CTEMHBIE OJIOKH, MOHHUTODBI, KJIABHATYPbI, KOMIIBIOTEPHbBIC MBILIH.
ObecnieueH q0CTyT K ceTd VIHTEpHET U B JIIEKTPOHHYIO HH(OpMAITH-
OHHYIO 00pa30BaTeNbHYIO Cpey OpraHH3alHu

«[Tomemerne A cCaMOCTOSITEIHHON PabOTHD)

Cron mpenopaBaTeis, CTyN IPENOAaBaTeNs, JOCKa YJYECHHUIECKas,
KOMIUIEKT CHELMalN3UpPOBAaHHOW yueOHOW MeOenu (yueHUUYECcKHe
CTOJBI U CTYJIbsl, KOMIIBIOTEPHBIE YIEHUYECKHUE CTOJIBI, KPeca), CH-
cremHbId 010k (10 1wT.), MoruTOp (10 mIT.), KIaBuatypa (10 mwit.),
KOMIbIOTepHas MbIIIb (10 mIT.), ceTeBoit MapIIpyTH3aTOp, 3BYKOBBIE
kosioHku (1 miT.), HpOpManMOHHKI cTena, npunTep. ObecrneueH
JOCTYI K ceT IHTepHET U B 3JIEKTPOHHYIO HH(POPMAaIMOHHYI0 00pa-
30BaTENBHYIO CPEy OpraHU3alnuu

«[lomemienne Ui XpaHeHHs W INpoduiakThye-
CKOT0 00CITy)XKHBaHUSA YIeOHOTO 000PYIOBAHH»Y

Cromnel, cTynbs, CTEIIIAX, 2 MIEPCOHANBHBIX KOMIIBIOTEPA (MOHHUTOP,
CHCTEMHBIH OJIOK, MBIIIb, KIABHATYpa), CETeBOe 000pyaoBaHuUE (ce-
TEBBIE KOMMYTATOPbI, pOyTep), cepBep (MOHUTOP, CHCTEMHBIN OJIOK,
MBIIIb, KJIABHATYPa), HA00p HHCTPYMEHTOB JUIS TPODHIAKTHIECKOTO
oOciTy)xuBaHUs yd4eOHOTO 000pyAOBaHMA (KpENeX, OTBEPTKH, TIOC-
KOTYOLIbI, HOXKHUIIBI), U30JICHTA, APEJb, MasNIBHUK U MasuIbHbIE MPHU-
HAJJISKHOCTH (0J10BO, KaHK(]OIIb), HAOOp Kadesel (CHIoOBbIC KabeH,
Ethernet-kaGenu), KOMIUIEKTYIOIINE IS TIEPCOHATBHBIX KOMITBIOTE-
poB (KECTKHE AMCKH, BHUACOKApPTHI, IPOLECCOPHI, OJIOKH MUTaHUS,
KJIaBHATypPHI)

«[lomemenne Uis XpaHeHHs H TpoduiIakTHde-
CKOT0 00CITyXKHBaHUS y4eOHOr0 000pyIOBaHU»

CTOJbl, CTYNbSl, CTEIUIaXH, TIEPCOHANBHBIA KOMIBIOTEP (MOHUTOD,
CHCTEMHBIH OJIOK, MBIIIb, KJIABHATypa), Ha0Op MHCTPYMEHTOB IS
MPOPUIAKTHIECKOTO 00CTYKUBaHUSA yaeOHOTO 000pyHOBaHHA (Kpe-
MEX, OTBEPTKH, IUIOCKOTYOIBI) HM30JICHTA, KOMIUICKTYIOLIIHE UL
MIEPCOHANIBHBIX KOMIIBIOTEPOB (KECTKHE IVUCKH, BUICOKAPTEHI, MPO-
1eccopsl, 6J10kH nmutanus, Mmoxyinu O3Y), CHIOBEIE KaOenu MUTaHUs
JUIsl IEPCOHAIIBHBIX KOMIIBIOTEPOB

7. OBPA3OBATEJ/IBHBIE TEXHOJIOT A

AKTHBHEIEC U HHTCPAKTUBHBIC (1)0pr1 IIPOBCACHUA 3aHATHI 110 JUCITUIIINHE ((3aIJ_II/ITa I/IH(I)OpMaI_[I/II/I
B aBTOMATHU3UPOBAHHBIX CUCTEMAaX». PCIICHHUC TBOPUYCCKUX 3a/1aY.
I/IHTepaKTI/IBHBIC 06pa3OBaTCJ'ILHLIe TEXHOJIOTHU, UCIIOJIB3YCMBIC IIPU MMPOBCACHUN ayJIUTOPHBIX

3aHATHUSX.
Hcnoab3yemble HHTEPAKTHBHBIE
HaunmeHnoBanue Tem
o0pa3oBaTe/ibHbIE TEXHOJIOTHH
OP0O 4 4./3P0 4 u.
Tema 1.2 Onucanue v NpUMEHEHHE JEPEBbEB aTaK Pemenne TBOpueckux 3amnau

IIpaktuyeckass pabora Ne2. Vcronb30BaHHE CIyKEOHBIX MpO-
rpamMM Windows 11t TOBbIIIEHUS 3(PPEKTUBHOCTH pabOThI KOM-
IIBIOTEpA

(OO 2 4. /300 2 u.)

Tema 3.2 Mexanu3mbl 6€30MacHOCTH 0a3 JaHHBIX U TOCTPOCHUE
3alIUThI MOJIENIel UHTEP(ECOB B «UeI0BEK-JIEKTPOHHO-BbIUUC-
nurenbHas MamnHax» B CYB/]

[Ipaktuyeckas pabora Nel2. MexaHu3Mbl KOHTPOJIS I[EIOCTHO-
CTH JJaHHBIX

['pynmnoBoit aHaIM3 CUTYalIMOHHBIX
3a1a4
(OPO 24./3P0 2 u.)

8. CIEHUAJIBHBIE YCJIOBUSA UHBAJIMJAM U JIMIIAM C OT'PAHUYEHHBIMU
BO3MOXHOCTAMMU 310POBbA

CrenmayibHBIE YCIIOBUS O0yUEHHUS W HAPABICHUS pabOThl ¢ HHBAIAIAMU U JIUIIAMHU C OTPAHMICHHBIMHU
BO3MOKHOCTSIMH 3JIOPOBBSI (Z1ajiee - 00yJarmuecs ¢ OrpaHMIeHHBIMU BO3MOKHOCTSIMH 370POBESI) OTIPEICIICHBI

Ha OCHOBAHHU:




- ®enepanbHOro 3akoHa oT 29.12.2012 Ne 273-03 «O06 ob6pazoBanuu B Poccuiickoit demepariimy;

- ®enepanpHOTO 3aK0HA OT 24.11.1995 No 181-®P3 «O conmanbHOM 3amuTe HHBATUAOB B Poccuiickoi
Denepauuny;

- mpukaza MunoOpHayku Poccum ot 05.04.2017 Ne 301 «O6 yrBepknenun [lopsinka opranuzanuu u
OCYILECTBIICHUSI 00pa30BaTEeIbHOMN AEATEILHOCTH IO 00pa30BaTeIbHBIM IPOrpaMMaM BBICILIETO 0Opa30BaHUS —
porpaMMam OakajiaBpuaTa, IporpaMMaM CleHUaINTeTa, IporpaMMaM MarucTpaTypsl»;

- METOJIUYECKUX PEKOMEHAIM 10 OpraHu3aluy oOopa3oBaTeNbHOTO Mpolecca s 00y4YeHrs HHBAIU-
JIOB U JIMII C OTPAHUYEHHBIMH BO3MOKHOCTSIMH 310POBbs B 00pa30BaTENIbHBIX OPraHU3aLUAX BBICIIETO 00pa3o-
BaHMUsJ, B TOM YHCJIE OCHAILEHHOCTH OOpa30BAaTENbHOIO Mpollecca, yTBepKAeHHbIX MunoOpHayku Poccun
08.04.2014 Ne AK-44/058H).

[Tox crienuanbHBIMH YCIOBUSMH AJISI TTOTyYeHHUS 00pa30BaHMsl 00YYaIOIIMXCSl ¢ OTPaHUYEHHBIMH BO3-
MO>KHOCTSIMH 3[J0POBbSI IOHUMAIOTCSI YCIIOBUSL O0YYEHHUS, BOCIIMTAHUS U PA3BUTHs TaKUX 00yUarOIUXCsl, BKIIIO-
qaromye B ce0st UCTIONB30BaHUE TP HEOOXOAUMOCTH alalTHPOBAHHBIX 00pa30BaTeNbHBIX IPOTPaMM U METOI0B
00y4eHHUs! U BOCIIUTAHUS, CTICHUATLHBIX YUCOHUKOB, YI€OHBIX MOCOOUH M TUAAKTUUECKUX MaTepHaJoB, CIELIH-
JIBHBIX TEXHUYECKUX CPEICTB O0yUeHHS KOJUIEKTUBHOI'O M MHIMBHYaJIbHOT'O IMOJIb30BAHUS, IPEAOCTABICHUE
YCIYT aCCHCTEHTA (IIOMOILIHMKA), OKA3bIBAIOILET0 HEOOXOIUMYIO [IOMOILb, IPOBEACHNE IPYNIIOBBIX U UHIUBU-
IyaJIbHBIX KOPPEKIIMOHHBIX 3aHITHH, 0OecrieyeHne 0CTyIa B 31aHUsI By3a U JpyTHe YCIOBHsL, 0€3 KOTOPHIX He-
BO3MOXHO HJIU 3aTPYJHEHO OCBOCHHE 00Pa30BaTEIbHBIX IPOrpaMM 00YUaIOIIUXCS C OTPAaHMYEHHBIMU BO3MOXK-
HOCTSIMH 3[JOPOBBSI.

OOyueHre B paMKax y4eOHOU IUCIMIUTHHBI 00YYaIOMINXCSA ¢ OTPAaHUYCHHBIMU BO3MOXKHOCTSIMH 3/10pO-
BbSI OCYILIECTBIISIETCS HHCTUTYTOM C y4ETOM OCOOCHHOCTEH ICUXOPU3NUECKOTO PA3BUTHS, HHANBHIYAIBHBIX BO3-
MO>KHOCTEH U COCTOSIHUS 310POBbS TAKMX 00YJaIOIINXCA.

OOyuenne no yueOHOW TUCIHMIUIHHE 00yJYaroIUXCsl ¢ OTPAaHUYCHHBIMU BO3MOKHOCTSIMU 3JI0POBbSI MO-
XKeT ObITh OPraHM30BaHO KAK COBMECTHO C IPYTUMH 00yYArOIIUMHUCSA, TaK U B OTACIBHBIX TPYTIax.

B nensax goctynHocT 00ydeHHUs IO UCIMIUIMHE 00eCIeYnBaeTCs:

1) anst 1UL ¢ OrpaHUYEHHBIME BO3MOXHOCTSIMU 310POBbSI [0 3PEHUIO!

- HAWYKEe AIbTEPHATUBHON BEpCUH O(QUIMATBHOTO CaiiTa MHCTUTYTA B ceTH «HTepHeT» I c1aboBU-
TSIIITUX;

- BeCh HEOOXOAMMBIN JJISl U3yYEHUs] MaTeprall, COTIIaCHO y9eOHOMY TIaHy (B TOM YHCIE, s 00ydaro-
HIMXCSI [0 MHAWBUAYAIbHBIM YUeOHBIM TIIaHAM) TIPEIOCTABIISICTCS B JICKTPOHHOM BHJIE Ha JIHUCKE.

- HHANBHyaJbHOE paBHOMEpHOE ocBerienne He MeHee 300 srokc;

- IPUCYTCTBHE aCCUCTEHTA, OKa3bIBAIOIIET0 00yUaromeMycsi HEOOXOAMMYIO TOMOILb;

- o0ecrieyeHre BO3MOXKHOCTH BBIITYCKa aJbTEPHATUBHBIX ()OPMATOB IIE€YATHBIX MATEpPHAIOB (KpPYITHBIN
mwpudT WK ayanodanis);

- obecrieueHue 1ocTyma 00y4aromerocs, SBJsIOMErocs CIenbM 1 HCIOIb3YIOLIET0 cO0aKy-IIPOBOJHHKA,
K 3JaHHUIO0 HHCTUTYTA.

2) A UL C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMHU 3I0POBbSI IO CITYXY:

- Hajnu4yre MUKPO(OHOB M 3BYKOYCHJIMBAIONIEH ammaparypbl KOJJIEKTHBHOTO IOJB30BaHUS (ayAHOKO-
JIOHKH);

3) IS JIUIT ¢ OTPaHUYEHHBIMEI BO3MOYKHOCTSIMU 37I0POBbSI, UMEIOIIMX HAPYIIEHHS OTIOPHO-IBUTaTEIILHOTO
anmapara, MaTepHalbHO-TEXHUUECKHE YCIOBHS JOJDKHBI 00€CIeYnBaTh BO3MOXKHOCTh OECIIPETSITCTBEHHOTO JI0-
cryna oOyJaroumxcs B yueOHbIE TOMEIICHNUS, CTOJIOBBIE, TYaJIETHBIE U IPYTUe OMEIEHHUs OPraHrn3aliy, a TaKKe
npeObIBaHKA B YKa3aHHBIX IIOMEIICHUAX (HAIMYMe NaHAyCOB, IIOPYYHEH, PACIIMPEHHBIX ABEPHBIX IPOEMOB U JIPY-
THX MPHUCIIOCOOTICHNUH).

[lepen Hauaiom 0Oy4yeHHUS] MOTYT IPOBOAMTHLCS KOHCYJIBTaTUBHBIE 3aHSATHS, TIO3BOJISIIOLINE 00YYatOIIMCS
C OrpaHMYEHHBIMH BO3MOKHOCTSIMU aJallTHPOBATHCS K yIeOHOMY IpoLecCy.

B mporecce BeneHust yaeOHOM JUCIUTLTHHEI POGECCOPCKO-TIPEro[aBaTeIbcKOMy COCTaBY PEKOMEH TY-
€TCsl MCIIONIb30BAHUE COIUANIbHO-aKTUBHBIX M Pe(ICKCUBHBIX METOIOB 00YUCHHS, TEXHOJIOTHI COIIMOKYJIBTYP-
HOW peadMIMTAMHU C LIEIbI0 OKa3aHHs NOMOIIH 00yJYaroIUMCsl ¢ OTpaHMYEHHBIMU BO3MOXKHOCTSIMH 3/I0POBBSI B
YCTaHOBJICHUH MOJTHOIEHHBIX MEXIUYHOCTHBIX OTHOIICHUH C JPYTUMH 00YYaIOIIUXCs, CO3J]AHUH KOM(POPTHOTO
MICUXOJIOTHYECKOT0 KIIMMaTta B y4eOHOM TpyIIe.

Oco0eHHOCTH TPOBEICHHS TEKYIIEH 1 MPOMEKYTOUHON aTTeCTally 110 JUCUUIUINHE AJIs1 00yJarommxcs
C OrpaHUYEHHBIMH BO3MOKHOCTSIMH 3/10POBbsI yCTAHABIMBAIOTCS C YUETOM WHAWBUAYAJIBHBIX IICUXOPU3NUECKIX
ocobeHHocTel (YCTHO, MMCHbMEHHO Ha Oymare, MMCbMEHHO Ha KOMITBIOTEpPE, B (hOpME TECTHPOBAHUSI U IPYToe).
[Tpu HEOOXOAMMOCTH MPEIOCTABIISAETCS JOTIOHUTEIHLHOE BPEMS JIJISl ITOJITOTOBKY OTBETA HA 3a4eTe, IPH 3aIUTe
KypCOBOT'O IMPOEKTA U K3aMEHE.
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